LEGISLATIVE, RULES & GOVERNMENTAL OPERATIONS
INFORMATION TECHNOLOGY AGENDA
OCTOBER 25, 2022

Committee Members:  Strough, Driscoll, Conover, Frasier, Thomas, McDevitt and Seeber- Chair of the Board
shall serve as an Ex-Officio member when needed in accordance with Section C(4) of
the Rules of the Board

I.  Committee meeting called to order by Chair
I1. Approval of the prior Committee meeting minutes.
ITI. Privilege of the Floor/Public Comment

IV. Action Agenda Items
1) Requesttoappropriate funds in the amount of $20,000 from Budget Code A.895.00, Computer Reserve Fund,
to the Information Technology Budget to cover the cost of expanding the County’s backup ability.
2) Request to create and fill the new position of Programmer [, Annual Salary $65,942, and delete the position
of Computer Programer II, Annual Salary §63,693, effective November 21, 2022.
3) Requestto fill the vacant position of Computer Help Desk Tech I, Annual Salary $57,757, due to promotion.
4) Request to authorize a new contract with New York State Office of Information Technology.
V. Discussion Items - None

VI. Privilege of the Floor/Public Comment

VII. Motion to adjourn

Attachments:

Resolution Request Form No. 20

Resolution Request Form No. 11

Notice of Intent to Fill Vacant Position Form
Notice of Intent to Fill Vacant Position Form
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RESOLUTION REQUEST FORM NO. 20

MISCELLANEQUS
*Please List All Other Requests Not Covered by Previous Resolution Request Forms Here.
Please attach any backup information available and be as detailed as possible.
DEPARTMENT NAME: Information Technology

DATE: October 25,202

(a) Purpose of Request: To appropriate funds from the Computer Reserve Fund to
departmental budgets to purchase computers and realted equipment and
software.

(b) Details:
Information Technology  A.1680 220.1 $20,000

© Previous Resolution Number: N/A

(d) Where are the Funds (if required)? List Budget Code, Object Code, Full Title* and
Amount: A.895.00 Computer Reserve Fund

Sample: A.8021 470 Planning & Community Development — Contract

* as listed in budget and LOGOS



RESOLUTION REQUEST FORM NO. 11

Request to Create New Position

DEPARTMENT NAME: Information Technology

DATE: October 2022

()

(b)

(©)

(d)

(e)

®

(@)

(h)

)

Title of Requested Position: Programmer I
Annual Base Salary (and Grade if Applicable): $65,942, grade 11, 5th increment

Effective Date for New Position*:
*Please do not backdate unless the purpose is to correct an error.

List Any Position in the Department’s Table of Organization Being Deleted as a Result of this

Request: (Include annual salary and grade if applicable):
Computer Programmer I, grade 13, 4th increment, $65,695

Where are Funds in the Budget for this Position?

List Budget Code, Object Code, Full Title and Amount:
A.1680 110

Is a Budget Transfer needed? YES NO
If yes, please complete Resolution Request Form No. 10 — Transfer of Funds
If no, please provide details on how the increase will be funded with the current budget:

Has Personnel Officer Reviewed and Approved of the New Position Title? YES DNO
(This is necessary BEFORE bringing the request to commiltee)

Is this a mandated position? DYES NO

If yes, please explain:

Is there expected revenue from this position? DYES NO
If, please explain and complete Resolution Request Form No. 07 — Amend County Budget to
recognize revenue:



RESOLUTION REQUEST FORM NO. 12

Schedule “A”

NOTICE OF INTENT TO FILL VACANT POSITION

This notice of intent is filed whenever a department head plans to fill an existing funded position in their budget that is vacated
due to a retirement, resignation, termination or promotion. This notice may not be used for requests to create a new position.

For complete instructions on the procedure to be followed, see the reverse of this form.
DEPARTMENT HEAD COMPLETES THIS SECTION

Department: Information Technology Payroll Dept. No: ‘A.1680 110

Title of Position: Programmer I Base Salary of Position: $65,942 Grade: OOU 11-I5
Filling at Step # (If Known):

Budget code and title: A-1680 110-Salaries Regular Union[] Non-Union[¥]

This position is vacated due to: [JRetirement []Resignation []Termination [JPromotion [JOther

Employee No./Last Name: 13097/LaLuna Date of Vacancy: 10/23/2021

Is this position mandated? [] Yes [¢] No s the position reimbursable? [] Yes [¥] No

Source of reimbursement: [] Federal % [] State % [] Other %

CIVIL SERVICE STATUS AND HUMAN RESOURCES DIRECTOR APPROVAL
] Competitive-active eligible list [] Competitive-no list (hiring would be provisional) ] Non-Competitive [] Other
Actual Impact to Budget Repori will be provided monthly by Human Resources Director.
Candidate’s qualifications must be approved by Personnel Officer prior to hiring.(,»7 N
Human Resources Director has approved this form when initialed. _/\@:m&&\'m,

The Administrator has no objection to the filling of the vacancy.
O The Administrator objects to the filling of the vacancy.

Administrator Signatu e Bty W = N
BUDGET OFFICER COMPLETES THIS SECTION
@/ The Budget Officer has no objection to the filling of the vacancy.

O The Budget Officer objects to the filling of the vacancy.

7 .
Budget Officer Signature %[244& %/{M Date / 0/ ‘< ‘3/Z <=

SUPERVISORY COMMITTEE COMPLETES THIS SECTION

Name of Committee

3O The committee has no objection to the filling of the vacancy.

The committee objects to the filling of the vacancy.

In the case of an emergency, Committee Chair has no objection to the filling of the vacancy.

In the case of an emergency, Committee Chai W"in of the vacancy.
a2/ ;/ Date //’ AS = 22
/ <7 &

o "

\_EIOUNTY ADMINISTRATOR COMPLETES THIS SECTION

aaoan

Ranking Committee Member Signature

Revised: May 19, 2017



PROGRAMMER

DISTINGUISHING FEATURES OF THE CLASS: This is an entry level position in the Programmer
series. An employee in this class assists higher level programmers with assigned duties in the areas of
1) data gathering and analysis of method and procedures, 2) design recommendations in the form of user
proposals, operational instructions and computer program specifications and 3) implementation and
support involving systems testing, user training and special projects. The work is performed under the
direct supervision of a higher level Programmer. Does related work as required.

TYPICAL WORK ACTIVITIES: (lllustrative only)

Assists in design logic sequences for individual programs or program sequences;

Assists in analyzing the flow of information between the data center and the various units participating
in the data processing system;

Assists in program design;

Assists in the organization and preparation of program documentation;

Assists in the Collection of information from departments requesting computer support to determine
current operations and analyze requirements

Operates computer and related peripheral equipment as assigned;

Creates and maintains a variety of records and reports relating to programming;

REQUIRED KNOWLEDGE, SKILLS, ABILITIES AND PERSONAL CHARACTERISTICS:

Working knowledge of the principles and practices of computer programming and the capabilities and
use of data processing equipment;

Working knowledge of the principles and practices of systems analysis as applied to computer
programming;

Working knowledge of office terminology and procedures;

Ability to operate a wide variety of data processing equipment and software;

Ability to follow moderately complex oral and written instructions;

Ability to learn new computer systems;

Ability to create and modify computer programs;

Ability to establish and maintain effective working relationships with others;

Ability to perform close, detail work involving considerable visual effort and concentration;

Physical condition commensurate with the job

MINIMUM QUALIFICATIONS: Graduation from high school or possession of a high school
equivalency diploma and either:

A) Graduation from a regionally accredited or New York State registered college or
university with an Associate’s degree in computer science, computer programming,
systems analysis, database management or closely related field; OR

B) Two (2) years of full-time paid experience (or its part-time equivalent) in computer
programming or in the analysis and design of computer based information systems.

WCCS Adopted: 3/13/17
JC: Competitive



RESOLUTION REQUEST FORM NO. 12

Schedule “‘A”

NOTICE OF INTENT TO FILL VACANT POSITION

This notice of intent is filed whenever a department head plans to fill an existing funded position in their budget that is vacated
due to a retirement, resignation, termination or promotion. This notice may not be used for requests to create a new position.

For complete instructions on the procedure to be followed, see the reverse of this form.
DEPARTMENT HEAD COMPLETES THIS SECTION

Department: Information Technology Payroll Dept. No: A.1680 110

Title of Position: Computer Help Desk Tech I Base Salary of Position: $37,757 Grade: 9 OOU-14
Filling at Step # (If Known):

Budget code and title: A-1680 110-Salaries Regular Union[] Non-Union[¥]

This position is vacated due to: [_JRetirement [ JResignation []Termination [¥]Promotion [JOther

Employee No./Last Name: 13098/Brownell Date of Vacancy: TBD

Is this position mandated? [] Yes [v] No s the position reimbursable? [] Yes [¥] No

Source of reimbursement: [] Federal % [] State % [] Other %

CIVIL SERVICE STATUS AND HUMAN RESOURCES DIRECTOR APPROVAL

] Competitive-active eligible list T<| Competitive-no list (hiring would be provisional) [] Non-Competitive? Other
Actual Impact to Budget Report‘ will be provided monthly by Human Resources Director. F
Candidate’s qualifications must be approved by Personnel Officer prior to hiring. 0 AV

Human Resources Director has approved this form when initialed. _\ } \o) g\\w

COUNTY ADMINISTRATOR COMPLETES THIS SECTION
The Administrator has no objection to the filling of the vacancy.
O The Administrator objects to the filling of the vacancy.

Administrator Signature _——_"%& \/-6‘/;\\ & Date_\(D - \'),_()2——\

BUDGET OFFICER COMPLETES THIS SECTION
@@ The Budget Officer has no objection to the filling of the vacancy.
O The Budget Officer objects to the filling of the vacancy.

Budget Officer Signature %%}41/,/ it '%{%m( Date /g//ﬁ’ / =&

SUPERVISORY COMMITTEE COMPLETES THIS SECTION

Name of Committee

O The committee has no objection to the filling of the vacancy.

The committee objects to the filling of the vacancy.

In the case of an emergency, Committee Chair has no objection to the filling of the vacancy.

In the case of an emergency, CommW- ts f the vacancy.
Ranking Committee Member Signature /Pj Date // - ZJ - =2

pa

QaaQ

Revised: May 19, 2017



COMPUTER HELP DESK TECHNICIAN

BISTINGUISHING FEATURES OF THE CLASS: The incumbent in this title is responsible for providing
first line technical assistance and support for information technology users by operating a help desk for an
Information Technology Department. A Computer Help Desk Technician is usually the initial contact for
technical assistance, and diagnoses and resolves user problems and/or questions related to computer hardware,
software, networks and peripheral equipment. An incumbent also creates computer user identification names and
passwords, performs basic computer operations such as querying a database and printing reports and provides
user training. The work is performed under the direct supervision of a higher-level supervisor. The incumbent
exercises no supervision.

TYPICAL WORK ACTIVITIES: (Illustrative only)

Operates a help desk and assists end users including diagnosing and resolving problems with computer hardware,
software, networks or peripheral equipment and/or referring to appropriate staff for additional support;

Creates and maintains a computerized log of help desk calls received and actions taken;

Places service calls to appropriate vendors for repair of computer hardware, software, network or peripheral
equipment;

Maintains and manages communication links via phone lines; routers, modems and digital communication links,
diagnosing and resolving problems as necessary;

Sets up user local area network accounts and access rights;

Documents/monitors licensing information and application information;

Creates and maintains a computer database of end-user’s identification names and passwords for users and
Information Teclnology Department information;

Maintains hard copies of end user profile applications and authorized signatures;

Queries databases and creates and prints reports as needed;

Conducts technical training or introductory orientation on the use of hardware, software and computer peripheral
equipment.

REQUIRED KNOWLEDGE, SKILLS, ABILITIES AND ATTRIBUTES:

Good knowledge of computer hardware, software, networks and peripheral equipment supported by the
Information Technology Department;

Good knowledge of application software, including word-processing, database, spreadsheet, electronic mail, and
networking software;

Working knowledge of network data communications hardware and protocols, excellent interpersonal and oral
and written communication skills;

Ability to supervise the work of others; Ability to establish effective working relationships with others;

Ability to effectively communicate technical information in an easily understood manner;

Ability to instruct others in the use of computers and computer software;

Ability to analyze and solve problems relating to desktop computer operations;

Ability to successfully work with and serve a diverse local community; Versatility, reliability;

Physical condition commensurate with the demands of the position.

MINIMUM QUALIFICATIONS:
Graduation from high school or possession of a high school equivalency diploma and:
A) Associate's Degree or higher in Computer Science, Computer Technology, Information Technology or a
closely related field; OR
B) Two (2) years of full-time paid experience, or its part-time paid equivalent, as a computer support
specialist, network support specialist, microcomputer technician or equivalent position providing
technical desktop computer and/or network support, or
C) An equivalent combination of education and experience as defined by (1) and (2) above.
NOTE: Education beyond the secondary level must be obtained from an institution that is a regionally accredited or
New York State registered college or university.

WC: Adopted, 1.14.04; Amended, 10.31.18 JC: Competitive Format Update 2022



RESOLUTION REQUEST FORM NO. 3

Request for New Contract
DEPARTMENT NAME: Information Technology

DATE: October 25, 2022
(a) Is this a Result of a Bid or Request for Proposal? No

(b) Purpose of Contract: End Point Protection

(c) Name of Contractor: New York State Office of Information Technology
Services

(d) Address of Contractor: Empire State Plaza, PO Box 2062 Albany, NY 12220-
0062

(e) Contractor’s Contact Person and Telephone Number: Chief General Counsel
) Has or will the Contract be provided, if so, please attach: yes

(2) Commencement Date of Contract: Upon Execution

(h) Termination Date of Contract: 90 Days written notice

(1) Payment Provisions: 1) lump sum amount no cost involved
ii) hourly rate amount
iii) total amount not to exceed
iv) how will payments be made (i.e. monthly, quarterly,
upon completion of the project, etc.

(j) Where are the Funds for this Contract? List Budget Code, Object Code, Full Title*
and Amount: OR Capital Project OR Capital Reserve Project Number, Title, and
Amount: A1680.470

Sample: A.1010 470 Legislative Board — Contract $xx.xx
Capital Project No. H289.9550 480 — Old Jail Renovations $xx.xx

*as listed in budget and LOGOS



INTERGOVERNMENTAL AGREEMENT FOR THE PROVISION OF ENDPOINT PROTECTION AND
RESPONSE SERVICES

BETWEEN
THE NEW YORK STATE OFFICE OF INFORMATION TECHNOLOGY SERVICES,
THE NEW YORK STATE DIVISION OF HOMELAND SECURITY AND EMERGENCY SERVICES

AND
Warren County

X050039

This Intergovernmental Agreement (“IA”) is entered into by and among the New York State Office of Information
Technology Services (“ITS”), the New York State Division of Homeland Security and Emergency Services (‘“DHSES”),
ITS and DHSES collectively referred to herein as the “State,” and the entity identified on the signature page of this IA
which is a political subdivision, municipal corporation, or public authority as defined by the laws of the State of New
York (“Participating Entity”). By entering into this IA, the Participating Entity acknowledges that it has the legal
authority to enter into this |A and that the individual executing this IA has been duly authorized to execute the IA.
Each party to this IA is referred to individually as a "Party" and collectively as the "Parties."

WHEREAS, ITS is responsible for protecting New York State Government’s cyber security infrastructure and does
so by employing a multi-faceted approach that includes coordinating policies, standards and programs on cyber
security across the State, partnering with State agencies and law enforcement, monitoring the State’s technology
assets and responding to abnormalities and threats to their systems; and

WHEREAS, DHSES is responsible for working with federal, state, local and private entities to protect the State's
critical infrastructure from cyber threats and vulnerabilities and to coordinate and facilitate information and intelligence
sharing amongst these entities to assist in the early identification of and response to natural and man-made disasters;
and

WHEREAS, the Participating Entity provides vital services to residents of New York State and within its jurisdictional
boundaries; and

WHEREAS, the Parties remain committed to ensuring the safety of their respective critical infrastructure by investing
in strategic collaborations and technology for strengthening cyber security and resiliency in the face of evolving
threats; and

WHEREAS, the Parties recognize that deployment and use Endpoint Detection and Response (EDR) software, and
rapid information sharing are foundational components of a sound cybersecurity program; and

WHEREAS, increasingly sophisticated cyber-attacks on governmental entities as well as unauthorized access to
their systems may compromise the security and integrity of government data, disrupt operations and services and
damage critical infrastructure, thereby risking the health and welfare of the public; and

WHEREAS, the State and the City of New York in an intergovernmental and collaborative effort to enhance and
leverage their cyber defense capabilities, developed the New York Joint Security Operations Center (*JSOC”) to
share information, gain an unprecedented level of visibility into potential threats across the State, and increase
efficiency in detecting and responding to cybersecurity events and incidents (the “JSOC Initiative”); and

WHEREAS, the JSOC Initiative, a one-of-a-kind cooperative approach between state and local government, enables
each of the Parties to augment their capabilities to better protect sensitive, personal and/or private information and
data as well as public health and safety.

NOW THEREFORE, in consideration of the foregoing, the Parties hereby agree as follows:

NYS ITS, NYS DHSES and \Warren County
Contract X050039 1




1. PURPOSE AND BENEFITS

The purpose of this Intergovernmental Agreement is to allow Participating Entities to access EDR software for better
proactive security collaboration on threat intelligence amongst New York State and political subdivisions of the State.

Taking advantage of economies of scale and the State’s purchasing power, the State has arranged for the
Participating Entity to receive EDR software at no cost. Additionally, as part of that arrangement, the software provider
or its affiliates will work directly with the Participating Entity to deploy the EDR solution within the Participating Entity’s
environment and provide training to assist the Participating Entity with using the EDR software.

2. DEFINITIONS

“Confidential Information” means any non-public information that a Party (“Disclosing Party”), regardless of form
or medium of disclosure (e.g., verbal, hard copy, or electronic) or source of information (e.g., ITS, other state
agencies, electronic systems, federal government, or third-party contractors) provides to the other Party or Parties,
its agents, employees, officers, partners, or subcontractors (“Recipient”) or which the Recipient obtains, discovers,
derives, or otherwise becomes aware of as a result of performance of this IA.

“Cyber Information” means information owned or derived by a Party relating to cyber intelligence, indicators of
compromise, indicators of cyber threat, cyber security investigative information, defensive measures being taken
during an ongoing or imminent threat, and other such information relating to cyber security.

“EDR software data” means data derived from an endpoint security solution that continuously monitors endpoint
devices to detect and respond to cyber security incidents that is shared through the software provider to the JSOC.

“Security Incident” means a cyber event that a Party believes has compromised or may compromise the security,
confidentiality, availability or integrity of its data, systems, networks, or other information technology related assets.

“Affected Party” means a Party that is affected by a Security Incident.
3. INTERGOVERNMENTAL AGREEMENT
The IA between the Parties consists of the following documents listed below in the following order of precedence:

a. Appendix A — Standard Clauses for All New York State Contracts
b. This IA document setting forth the final agreement between the Parties, including all attachments,
appendices, and exhibits contained herein.

4. SERVICES
a. Obligations of the State:

i. Facilitate and cover the cost of licensing for Endpoint Detection and Response (EDR) software
for Participating Entity endpoints. The EDR software will be provided to the Participating Entity
directly from the software provider.

ii. Provide services, as selected by the Participating Entity, as described in Attachment A.

b. Obligations of the Participating Entity:

i. Participating Entity will be responsible for providing a technical lead with access to deploy the
EDR software on end points and sufficient IT staff to facilitate the deployment of this software in
their environment.

ii. Participating Entity agrees to abide by the EDR software provider’s terms and conditions as
agreed to between the State and the EDR software provider regarding use of the software and
agrees to remain solely responsible for its use and configuration of the EDR software.

ii. Participating Entity agrees to maintain and update the EDR software on their systems, including
working with the EDR software provider directly to address any issues that arise from the
software.

iv. Participating Entity agrees that the EDR software will be configured to provide alerts to the JSOC
to contribute to the creation and monitoring of a statewide view of cybersecurity threats.

v. Participating Entity agrees to provide JSOC a list of contacts and contact information for
notification in the event of alerts or other information related to the service. Participating Entity

NYS ITS, NYS DHSES and \Warren County
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agrees to provide updates to the list as needed.

vi. Participating Entity agrees to promptly notify all relevant entities, including but not limited to third-
party system owners, of the State’s activities and secure all necessary approvals, authorizations,
or waivers in a timely fashion. Participating Entity will bear the full responsibility for all costs for
obtaining such approvals, authorizations, or waivers, and any liability that results from the failure
to secure, necessary approvals, authorizations or waivers, and for any damage to third parties
arising out of or related to the products and services provided and/or performed by the State
pursuant to this Section 4, including any intentional or negligent act or omission.

5. CONSIDERATION

The State agrees to provide the EDR software to the Participating Entity at no cost in exchange for the Participating
Entity’s agreement to share the EDR software data with the JSOC to increase the State’s visibility of the cyber threat
landscape across the various state entities and political subdivisions, which will enhance the State’s ability to quickly
and more accurately respond to cybersecurity threats.

6. TERM

The initial term of the |A shall be for a period of three (3) years beginning on the effective date and will be automatically
renewed for additional twelve (12) month terms based upon approval of funding in the State budget and approval of
the New York State Office of the State Comptroller, if applicable The Parties agree that should funding for this
initiative not be appropriated in a State budget, the IA shall terminate with ninety (90) days prior notice required. The
effective date of this IA shall be the date of approval of the IA by the New York State Office of the State Comptroller,
if applicable, otherwise, this 1A shall be effective as of the date of the later signature of this IA.

7. TERMINATION
a. For Convenience

Each Party retains the right to cancel the |A without cause and without penalty, provided that at least ninety
(90) calendar days’ notice of the Party’s intent to cancel is given. This provision should not be understood
as waiving a Party’s right to terminate the |IA for cause or stop work immediately for unsatisfactory work, but
is supplementary to that provision.

b. For Cause

For any material breach or failure of performance of the |IA by a Party, the other Party may provide written
notice of such breach or failure. A Party may terminate the IA if the other Party does not cure such breach
or failure within thirty (30) calendar days after the giving of written notice to cure.

No delay or omission to exercise any right, power, or remedy accruing to a Party upon breach or default by
the other Party under the IA shall impair any such right, power or remedy, or shall be construed as a waiver
of any such breach or default, or any similar breach or default thereafter occurring nor shall any waiver of a
single breach or default be deemed a waiver of any subsequent breach or default. All waivers must be in
writing.

c. Termination Notice

Notices required by this section shall be delivered to the other Party in writing, pursuant to the Notice
provisions of this IA.

d. Data Migration and Destruction

Upon expiration or termination of this IA, the Parties agree to return each respective Party’s Confidential
Information and Cyber Information within a period of ninety (90) days following expiration or termination,
including metadata and attachments, in a mutually agreed upon, commercially standard format. Thereafter,
except for data required to be maintained by federal, state, and local laws, rules, regulations, ordinances,
policies, standards, or guidelines or this IA, each Party shall destroy the other Parties’ Confidential
Information and Cyber Information from its systems and wipe all its data storage devices to eliminate any

NYS ITS, NYS DHSES and \Warren County
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and all Confidential Information and Cyber Information from its systems. The sanitization process must be in
compliance the NYS Security Standard, NYS-S13-003, available at
https://www.its.ny.gov/document/sanitizationsecure-disposal-standard, and other sanitization and disposal
standards where required by JSOC policy or law. If immediate purging of all data storage components is not
possible by a Recipient, that Recipient will certify that any Confidential Information or Cyber Information
remaining in any storage component will be safeguarded to prevent unauthorized disclosures until such
purging is possible. The non-purging Recipient must then certify to the other Parties, in writing, that it has
complied with the provisions of this paragraph including providing any supporting documentation as required.

8. WARRANTIES

To the extent permitted by law, there are no other express or implied warranties or conditions, including warranties
or conditions of merchantability and fitness for a particular purpose.

9. NO PERSONAL LIABILITY

No commissioner, officer, agent, or employee of either Party shall be held personally liable under any provision of
this 1A or because of its execution or attempted execution or because of any breach or alleged breach hereof.

10. THIRD PARTY DATA SHARING

EDR software data received by the JSOC will be accessible by all JSOC personnel from various partner entities,
including New York State and New York City. All JSOC personnel who may have access to EDR Data,
Confidential Information and Cyber Information, are subject to a formal background check requirement compliant
with the FBI's Criminal Justice Information Services (CJIS) requirements and must take training consistent with the
State’s federal obligations. In addition to these requirements, vendor partners of these entities who may need
access to EDR data, Confidential Information, and Cyber Information to assist the JSOC personnel in carrying out
the services described in this IA, are also subject to certain non-disclosure agreements. The JSOC personnel may
share anonymized data with participating entities and other entities that enter into cyber information sharing
agreements with the State-

11. CONFIDENTIAL AND CYBER INFORMATION SHARING

a. Confidentiality Obligations. Each Party will:

i. Hold all Confidential Information and Cyber Information provided by the other Party in strict
confidence, except as otherwise expressly permitted under this Section 11;

ii. Not disclose Confidential Information or Cyber Information of the other Party to any third-parties
except to those who are subject to the same obligations as set forth in this Section 11, or as
otherwise set forth in this Section 11;

iii. Not process Confidential Information or Cyber Information of the other Party in any way not
authorized by this IA;

iv. Limit reproduction of the other Party’s Confidential Information and Cyber Information to a need
only basis;

v. When Confidential Information or Cyber Information is shared, not disclose any Confidential
Information or Cyber Information that may be used to identify the other Party;

vi. In the event of an unauthorized or inadvertent use or disclosure of, or access to Confidential
Information and Cyber Information, shall without unreasonable delay upon discovery that an
unauthorized disclosure or loss has occurred, notify the other Party in writing and shall ensure a
proper record of such unauthorized or inadvertent use, disclosure or access is kept and
immediately provided to the other Party. The Parties shall also assist in any subsequent
investigation of the unauthorized or inadvertent use, disclosure or access and mitigate any
possible resulting damages of same. A record required under this provision shall include, at a
minimum, the following:

a. Date of the unauthorized use or inadvertent disclosure;

b. Name of the recipient of the unauthorized use or inadvertent disclosure;

c. Address of the recipient of the unauthorized use or inadvertent disclosure, if known;

d. Brief description of the Confidential Information or the Cyber Information used or
disclosed;

NYS ITS, NYS DHSES and \Warren County
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Vii.

viii.

e. Any remedial measures taken to retrieve or otherwise repossess such Confidential
Information or Cyber Information; and
f. All other details required or necessary for the Party disclosing the Confidential
Information or Cyber Information to know when and how such unauthorized disclosure
was made and what mitigating steps are being undertaken or recommended to remedy.
Take steps to avoid publication or dissemination of the Confidential Information and Cyber
Information using at least the same degree of care as the Parties would use with respect to their
own Confidential Information and Cyber Information; and
At all times, have the right to request reasonable further assurances that the foregoing
restrictions and protections concerning Confidential Information and Cyber Information are being
observed, and the Party receiving the request must promptly provide the assurances.

b. Exceptions Allowing Parties to Disclose Certain Confidential Information and Cyber Information

The confidentiality obligations in this Section 11 do not apply to the extent that the Party receiving
the Confidential Information or Cyber Information can demonstrate or establish by written
evidence that: (1) the Confidential Information or Cyber Information became part of the public
domain other than through actions that constitute a breach of this IA or fault on the part of
Recipient; (2) the Confidential Information or Cyber Information was lawfully obtained by
Recipient from a source other than the Disclosing Party free of any obligation to keep it
confidential; (3) Recipient developed such information independently of and without reference to
any Confidential Information or Cyber Information of the Disclosing Party (Recipient shall bear
the burden of proving such independent development); (4) the Disclosing Party expressly
authorized disclosure of the Confidential Information or Cyber Information; (5) the Confidential
Information or Cyber Information is required to be disclosed pursuant to law, regulation, judicial
or administrative order, or request by a governmental or other entity authorized by law to make
such request; provided, however, that Recipient shall comply with Section 11(b)(iii)(3)
(Disclosure if Legally Compelled) below; (6) the Disclosing Party, in its sole discretion, agrees
that the Confidential Information or Cyber Information has been anonymized to remove personal
identifying information or information not otherwise disclosable under existing law; or (7) it is a
third party as described in Section 10 above for which sharing Confidential Information or Cyber
Information is necessary to provide JSOC services. Recipient will bear the burden of proving any
of the foregoing conditions exist.

Notwithstanding the provisions of Section 11(a) herein and where written notice is provided to the
Party disclosing the Confidential Information or Cyber Information, the Recipient may disclose
Confidential Information or Cyber Information to their third-party representatives who have a
legitimate business need to know or use such Confidential Information or Cyber Information for
purposes of aiding in cyber security activities, provided that such third-party representative (1) is
advised by the Party disclosing the Confidential Information or Cyber Information of the sensitive
and confidential nature of such Confidential Information or Cyber Information; and (2) agrees to
comply with the provisions of this IA as if they were a Party.

Disclosure if Legally Compelled

1. Notwithstanding anything herein, in the event that a Party receives notice that it has, will,
or may become compelled, pursuant to applicable law, regulation, or legal process to
disclose any Confidential Information or Cyber Information (whether by receipt of oral
questions, interrogatories, requests for Confidential Information or Cyber Information or
documents in legal proceedings, Freedom of Information Law ("FOIL") requests,
subpoenas, civil investigative demands, other similar processes, or otherwise), that
Party shall, except to the extent prohibited by law, within two (2) business days of receipt
of such notice, notify the other Party, orally and in writing, of the pending or threatened
compulsion. In performing their obligations and exchanging information under this IA the
Parties are acting in their common interests, each Party will maintain and support the
attorney-client and work product privilege if asserted by the other Party.

2. Tothe extent permitted by law, the Parties will coordinate and cooperate with each other
in advance of any disclosure, in order to undertake any lawfully permissible steps to
reduce and/or minimize the extent of Confidential Information or Cyber Information that
must be disclosed.

3. To the extent permitted by law, the Parties will have the right to seek an appropriate
protective order or other remedy reducing and/or minimizing the extent of Confidential
Information or Cyber Information that must be disclosed.
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4. Upon determination that Confidential Information or Cyber Information must be disclosed
pursuant to this section, the Party receiving the request and its third-party
representatives shall disclose only such Confidential Information or Cyber Information
that they are legally required to disclose in order to comply with such applicable law or
regulation or legal process (as may be affected by any protective order or other remedy
obtained by a Party). The Party and its third-party representatives shall use all
reasonable efforts to ensure that all Confidential Information or Cyber Information that is
so disclosed will be accorded confidential treatment.

c. Security

The Parties shall store Confidential Information and Cyber Information in a secure fashion at a
secure location that is not accessible to any person or entity not authorized to receive the
Confidential Information or Cyber Information under the provisions of this IA;

Temporary Suspension of Obligations. At any time, a Party may suspend performance of one
or more of its obligations under this 1A without terminating in the event of an actual or suspected
Security Incident or a security breach of a third-party that may affect the suspending Party. The
suspending Party will provide notice of the suspension as soon as practicable under the
circumstances. Notwithstanding the foregoing, unless legally compelled without the possibility of
contractual waiver, this Section 11(c)(ii) will not apply to Sections 11(a) and 16 of this IA.

12. NO THIRD-PARTY RIGHTS

Nothing in the IA shall create or give to third parties any claim or right of action against the Participating Entity or the
State beyond such as may legally exist irrespective of the IA.

13. NOTICES

a. All notices permitted or required hereunder shall be in writing and shall be transmitted either:

i.
ii.
iii.
iv.
V.

Via certified or registered United States mail, return receipt requested;
By facsimile transmission;

By personal delivery;

By expedited delivery service; or

By email.

Such notices shall be addressed as follows or to such different addresses as the parties may from time-
to-time designate:

ITS:

DHSES

NYS Office of Information Technology Services

Division of Legal Affairs

Empire State Plaza, PO Box 2062 Albany, NY 12220-0062
Attn: Chief General Counsel

Email: its.sm.dla@its.ny.gov

NYS Division of Homeland Security and Emergency Services
Cyber Incident Response Team

1220 Washington Ave, Bldg 7A

Albany, NY 12226

Attn: CIRT Director

Email: CIRT@dhses.ny.gov
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With a copy to:

NYS Division of Homeland Security and Emergency Services
Office of Counsel

1220 Washington Ave, Bldg 7A

Albany, NY 12226

Attn: Deputy Counsel

Email: thomas.mccarren@dhses.ny.gov

Warren County

Name:

Title:

Address:
Telephone Number:
Facsimile Number:
E-Mail Address:

b. Any such notice shall be deemed to have been given either at the time of personal delivery or, in the
case of expedited delivery service or certified or register United States mail, as of the date of first
attempted delivery at the address and in the manner provided, or in the case of facsimile transmission or
email, upon receipt.

14. AMENDMENTS

This IA may be amended, modified or superseded, and the terms or conditions hereof may be waived only by a
written instrument signed by the State and Participating Entity, or in the case of a waiver, the Party waiving
compliance, and must be approved by the New York State Office of the State Comptroller if applicable.

15. DISPUTE RESOLUTION

The Parties agree that prior to the commencement of any legal proceeding, the Parties shall, in good faith, attempt
to resolve any disputes that arise from this IA. The Party commencing a dispute shall do so by submitting a description
of the dispute in writing to the other Party’s designated single point of contact. The following escalation procedures
shall be followed:

a. The Parties designated single points of contact shall attempt to amicably resolve the dispute within ten
(10) business days, or as otherwise agreed to by the Parties.

b. If the Parties designated single points of contact are unable to resolve the dispute, such dispute will be
submitted to the ITS Chief Information Officer, the Commissioner of DHSES, and the Participating Entity’s
chief executive officer for resolution.

16. INDEMNIFICATION

a. Subject to the availability of lawful appropriations, the Participating Entity shall hold the State, its officers,
agents, and employees harmless from and indemnify it for any final judgment of a court of competent
jurisdiction or amounts paid in settlement of a third-party claim to the extent attributable to the negligence
of the Participating Entity or of its officers or employees when acting within the course and scope of their
employment.

b. Subject to the availability of lawful appropriations consistent with Section 8 of the State Court of Claims
Act, the State shall hold the Participating Entity harmless from and indemnify it for any final judgment of
a court of competent jurisdiction or amounts paid in settlement of a third-party claim to the extent
attributable to the negligence of the State or of its officers or employees when acting within the course
and scope of their employment.
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17. GENERAL PROVISION AS TO REMEDIES

The Parties may exercise their respective rights and remedies at any time, in any order, to any extent, and as often
as deemed advisable, without regard to whether the exercise of one right or remedy precedes, concurs with or
succeeds the exercise of another. A single or partial exercise of a remedy shall not preclude a further exercise of the
right or remedy or the exercise of another right or remedy from time to time. No delay or omission in exercising a
right or remedy, or delay, inaction, or waiver of any event of default, shall exhaust or impair the right or remedy or
constitute a waiver of, or acquiescence to, an event otherwise constituting a breach or default under the IA.

18. ADDITIONAL REMEDIES

In addition to any other remedies available to the Parties under this IA and state and federal law for the other Party’s
default, a Party may choose to exercise some or all of the following:

e Pursue equitable remedies to compel a Party to perform;

¢ Require a Party to cure deficient performance or failure to meet any requirements of the IA.

19. INDEPENDENT CONTRACTORS

Nothing in this A shall be construed to create any partnership, joint venture or agency relationship of any kind. Neither
Party has any authority under this IA to assume or create any obligations on behalf of or in the name of the other
Party or to bind the other Party to any contract, agreement or undertaking with any third party.

20. ASSIGNMENT

The State may assign this IA, including all right and responsibilities to any successor NYS entity. The Participating
Entity will be provided notice of any assignment. The Participating Entity may assign this IA as required by operation
of law or with the consent of the State, such consent shall not be unreasonably withheld. Such assignment may be
subject to approval by the New York State Office of the State Comptroller, if applicable.

21. NON-WAIVER

The failure by any Party to insist on performance of any term or condition or to exercise any right or privilege included
in this IA shall not constitute a waiver of same unless explicitly denominated in writing as a waiver and shall not
thereafter waive any such term or condition and/or any right or privilege. No waiver by any Party of any breach of any
term of this IA shall constitute a waiver of any subsequent breach or breaches of such term.

22. ENFORCEABILITY/SECTION HEADINGS

In the event any clause, or any part or portion of any clause of this IA shall be held to be invalid, void, or otherwise
unenforceable, such holding shall not affect the remaining part or portions of that clause, or any other clause hereof.
The section headings in this IA are inserted only as a matter of convenience and for reference and in no way define,
limit or fully describe the scope or intent of any provision of this IA.

23. JURISDICTION

This IA shall be construed according to the laws of the State of New York, except where the federal supremacy clause
requires otherwise, and all claims concerning this IA shall be determined in a court of competent jurisdiction in the
county of the state of New York in which the claim is alleged to have arisen.

24. EXECUTION
By execution, delivery and performance of this IA, each party represents to the other that it has been duly authorized

by all requisite action on the part of the Participating Entity and the State respectively. This IA constitutes the legal,
valid, and binding obligation of the Parties hereto.
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25. JURISDICTION

This IA shall be construed according to the laws of the State of New York, except where the federal supremacy clause
requires otherwise, and all claims concerning this IA shall be determined in a court of competent jurisdiction in the
county of the state of New York in which the claim is alleged to have arisen.

26. EXECUTION

By execution, delivery and performance of this IA, each party represents to the other that it has been duly authorized
by all requisite action on the part of the Participating Entity and the State respectively. This IA constitutes the legal,
valid, and binding obligation of the Parties hereto.

27. ENTIRE AGREEMENT

This IA represents the entire understanding and agreement between the Participating Entity, ITS, and DHSES with
respect to the subject matter hereof, and supersedes all other negotiations, understandings and representations (if
any) made by and between such Parties.
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IN WITNESS WHEREOF, this Contract has been duly executed on the date and year set out below.

Warren County
By:

Name:

Title:
Date: , 20

NYS OFFICE OF INFORMATION
TECHNOLOGY SERVICES

By:

Name:

Title:

Date: , 20

NYS DIVISION OF HOMELAND SECURITY
AND EMERGENCY SERVICES

By:

Name:

Title:

Date: ,20__
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CORPORATE ACKNOWLEDGMENT

STATE OF }
sS.:
COUNTY OF }
On the day of in the vyear 20__, before me personally appeared:

, known to me to be the person who executed the foregoing instrument, who, being
duy sworn by me did depose and say that  his/her place of business is at

, Town/City of

_ ,County of , State of ; and

further that s/he is the of , the corporation described in said
instrument; that, by authority of the Board of Directors of _ , s/he is authorized to execute the foregoing
instrument on behalf of for purposes set forth therein; and that, pursuant to that authority, s/he

executed the foregoing instrument in the name of and on behalf of said corporation as the act and deed of said
corporation.

Notary Public

APPROVED AS TO FORM: APPROVED:

NYS OFFICE OF THE ATTORNEY GENERAL | NYS OFFICE OF THE STATE COMPTROLLER

By: _ By: _
Title: _ Title: _
Date: Date:
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ATTACHMENT A
INTERGOVERNMENTAL AGREEMENT FOR THE PROVISION OF ENDPOINT PROTECTION AND
RESPONSE SERVICES

BETWEEN

THE NEW YORK STATE OFFICE OF INFORMATION TECHNOLOGY SERVICES,
THE NEW YORK STATE DIVISION OF HOMELAND SECURITY

AND EMERGENCY SERVICES

AND
Warren County

X050039

All Participating Entities will be provisioned with access to and training for the EDR software vendor’s portal allowing
the Participating Entity to perform monitoring, analysis, quarantine and containment, and other cyber hygiene
functions as provided by the EDR software. In addition, the EDR software provides proactive threat hunting twenty-
four hours per day, seven days per week (24x7). The EDR software will also be configured to conduct the first level of
triage to identify threats, assign a level of importance or urgency to the threat, and deliver alerts and actionable
notification directly to the Participating Entities thru E-mail.

A Participating Entity may choose additional levels of service from the JSOC. These levels of service are either:
1. Off-hours monitoring, and email escalation; or
2. Off-hours monitoring, email escalation, critical escalations, and containment and/or quarantine actions on
impacted endpoints flagged for such by the EDR software. By selecting this option, the Participating Entity

is granting the JSOC the authority to take action per the critical escalation process defined below.

Please indicate level of JSOC service requested; if neither level of service is desired, enter N/A:

Definitions:

Monitoring:

Monitoring is JSOC staff reviewing Critical, High, and other Vendor-escalated alerts received from the EDR
software and conducting further analysis on the host endpoint using available tools (e.g., EDR Portal) to
further quantify risk and determine if additional actions are required (e.g., escalation, critical escalation,
containment and quarantine). The terms ‘Critical’ and ‘High’ alerts refer to the vendor’s top two levels of
automated alert criticality rating. ‘Vendor-escalated’ alerts refers to instances where the vendor escalates
an alert to the JSOC and/or Participating Entity beyond the vendor’'s automated alert criticality rating (e.g.,
Critical, High).

Escalations:

Escalation is the process of identifying potential cybersecurity concerns so that appropriate personnel can
take action to address them. Escalations will be sent via email when the JSOC Team requires action to be
taken by the Participating Entity in order to validate activity on a host or remediate a host. Examples of when
an escalation will be sent may include, but would not be limited to:

+ Validating questionable admin activity seen on a host

» Validating application usage

* Not having remote access to a host

* Requests for approval to take additional remediation countermeasures
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Critical Escalations:

During an investigation, where JSOC containment and quarantine actions are required or action need to be
taken by the Participating Entity, the JSOC Team will call the phone numbers provided in the below order of
priority. If there is no response from any of the contacts, the JSOC Team will send a Critical Escalation email
and continue monitoring but not proceed with any countermeasures that are not approved by the Participating
Entity. The JSOC will begin the escalation process within a reasonable amount time from receipt of the critical
alert or notification by the EDR software.

The Critical escalation and containment and quarantine functions will be phased in by the JSOC as it reaches
operational maturity. Critical escalations may not be available on the Participating Entities’ onboarding date.
However, the EDR software will provide direct alerting to the Participating Entity irrespective of the JSOC’s
status.

Containment and Quarantine:

JSOC containment and quarantine includes:

» Containment of hosts identified by the EDR software as a critical risk

» Quarantine or removal of files or artifacts identified by the EDR software as a critical risk

*Recommend recovery actions as needed per incident to address vulnerabilities in infrastructure not
managed by the EDR software

Off-Hours: JSOC Off hours support is Saturday and Sunday all day, and 5PM to 8AM Monday - Friday.

Escalation priority Points of Contact: Please provide a list in order of priority of the persons the JSOC
should call when notifying the Participating Entity of a Critical Escalation (the Participating Entity does not
have to use all the lines below and should add additional lines if necessary):

arON =
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