LEGISLATIVE, RULES & GOVERNMENT OPERATIONS
INFORMATION TECHNOLOGY AGENDA
NOVEMBER 22, 2022

Committee Members: Strough, Driscoll, Conover, Frosier, Thomas, McDevitt and Seeber- Chair of the Board

Vi

VI

VL

shall serve as an Ex-Officio member when needed in accordance with Section C(4) of the Rules
of the Board

Committee meeting called to order by Chair

Approval of minutes of prior Committee Meeting

Privilege of the floor and public comment

Action Agenda/New Business ltems:

1. Request to transfer $1,000 from A.1680.423 Telephone to A.1680.120 Salaries - Overtime to cover
budget shortfall.

2. Request contract with programming vendor, Zudy, for free hours of support provided.

3. Request contract with programming vendor, Zudy, for support hours for 2023, not to exceed $5,000

Discussion ltems: None
Referrals/Pending ltems: None
Privilege of the floor and public comment

Motion to adjourn

Attachments:

1.



RESOLUTION REQUEST FORM NO. 10

Request for Transfer of Funds

TO: AMANDA ALLEN. CLERK. WARREN COUNTY BOARD OF SUPERVISORS

DEPARTMENT NAME:Information Technology

SIGNED: Michael Colvin DATE: September 27, 2022
FROM CODE TITLE TO CODE TITLE AMOUNT
A 1681 423 Telephone A.1681 120 Salaries - Overtime $1,000

Please state reason for transfers requested: Unforseen expenses

CONTINGENT FUND TRANSFER REQUESTS

FROM CODE TITLE TO CODE TITLE AMOUNT

A.1990 469 Contingent Account-
Other Payments/Contributions

Please state reason for transfer request:

Please file original request with Clerk of the Board and retain copy for your records.



RESOLUTION REQUEST FORM NO. 3

Request for New Contract

DEPARTMENT NAME: Information Technology

DATE: November 22, 2022

@
(b)
(©)
(d)

(©
0144

®
€9
(b
@

Is this a Result of a Bid or Request for Proposal? No

Purpose of Contract: Programming Tool Support

Name of Contractor: Vinyl

Address of Contractor: 1560 Lenox Ave, Suite 203, Miami Beach, FL 33139

Contractor’s Contact Person and Telephone Number: Charles Nardi 973-216-

Has or will the Contract be provided, if so, please attach: yes
Commencement Date of Contract: November 1, 2022
Termination Date of Contract: December 31, 2022

Payment Provisions: i) lump sum amount $0
ii) hourly rate amount
iii) total amount not to exceed
iv) how will payments be made (i.e. monthly, quarterly,
upon completion of the project, etc.

(j) Where are the Funds for this Contract? List Budget Code, Object Code, Full Title*

and Amount: QR Capital Project OR Capital Reserve Project Number, Title, and
Amount:

Sample: A.1010 470 Legislative Board — Contract Sxx.xx
Capital Project No. H289.9550 480 — Old Jail Renovations $xx.xx

*as listed in budget and LOGOS



RESOLUTION REQUEST FORM NO. 3

Request for New Contract
DEPARTMENT NAME: Information Technology

DATE: November 22, 2022
(a) Is this a Result of a Bid or Request for Proposal? No

(b} Purpose of Contract: Programming Tool Support
(c) Name of Contractor: Vinyl
(d) Address of Contractor: 1560 Lenox Ave, Suite 203, Miami Beach, FL 33139

(e) Contractor’s Contact Person and Telephone Number: Charles Nardi 973-216-
0144

) Has or will the Contract be provided, if so, please attach: yes
(2) Commencement Date of Contract: January 1, 2023
(h) Termination Date of Contract: December 31, 2023

(i) Payment Provisions: i) lump sum amount
i) hourly rate amount
iii) total amount not to exceed $5,000
iv) how will payments be made (i.e. monthly, quarterly,
upon completion of the project, etc.

(j) Where are the Funds for this Contract? List Budget Code, Object Code, Full Title*
and Amount: OR Capital Project OR Capital Reserve Project Number, Title, and
Amount: A1680.470

Sample: A.1010 470 Legislative Board — Contract $xx.xx
Capital Project No. H289.9550 480 — Old Jail Renovations $xx.xx

*as listed in budget and LOGOS



RESOLUTION REQUEST FORM NO. 12

Schedule ‘A”

NOTICE OF INTENT TO FILL VACANT POSITION

This notice of intent is filed whenever a department head plans to fill an existing funded position in their budget that is vacated
due to a retirement, resignation, termination or promotion. This notice may not be used for requests to create a new position.
For complete instructions on the procedure to be followed, see the reverse of this form.

DEPARTMENT HEAD COMPLETES THIS SECTION

Department: Information Technology Payroll Dept. No: A.1680 110

Title of Position; Computer Help Desk Tech I1 #3 Base Salary of Position: $64,188.00 Grade: OOU 11-14
Filling at Step # (If Known);

Budget code and title: A-1680 110-Salaries Regular Union[]]  Non-Union[¥]

This position is vacated due to: [_]Retirement [_JResignation [_]Termination [JPromotion [¥]Other

Employee No./Last Name: Date of Vacancy: 1/1/2023

Is this position mandated? [] Yes [v] No s the position reimbursable? [] Yes [v] No

Source of reimbursement: [ ] Federal % [] State % [] Other %

CIVIL SERVICE STATUS AND HUMAN RESOURCES DIRECTOR APPROVAL

[_] Competitive-active eligible list [_] Competitive-no list (hiring would be provisional) [_] Non-Competitive [ ] Other
Actual Impact to Budget Report will be provided monthly by Human Resources Director.

Candidate’s qualifications must be approved by Personnel Officer prior to hiring. bN \lg 552'@
Human Resources Director has approved this form when initialed. X > \x\zb\')’?_

- OUNTY ADMINISTRATOR COMPLETES THIS SECTION
\\S\ The Administrator has no objection fo the filling of the vacancy.

0 The Administrator objects to the filling of the vacancy.

Administrator Signature = 1 /—,@:gfg{————— Date W\~ 2% 1.4

BUDGET OFFICER COMPLETES THIS SECTION
Cb"T he Budget Officer has no objection to the filling of the vacancy.
O The Budget Officer objects to the filling of the vacancy.

Budget Officer Signature C%/,m,/ Cf /Zva’)(j Date /Z/ /// /Z-Z:—

SUPERVISORY COMMITTEE COMPLETES TH|§S_____E_(_:TION
‘Name of Committee ;F“ WY et + ﬁ ibvnirt
'&)/) The committee has no"objection to the filling of the vacancy.

(3 The committee objects to the filling of the vacancy.

O Inthe case of an emergency, Committee Chair has no objection to the filling of the vacancy.
O In the case of an emergency, Committee ir

[ s

f the vacancy.

jects tg,the
Ranking Committee Member Signature/ %y% Date_ /. L/ /// L.;///Z”——*

Revised: May 19, 2017



COMPUTER HELP DESK TECHNICIAN II

DISTINGUISHING FEATURES OF THE CLASS: This position involves responsibility for coordinating and
overseeing the daily operations and personnel assigned to the help desk. Duties include providing technical
support for computer hardware and software, assisting with data networking activities, and training and assisting
staff in the use of agency computer systems. Incumbents in this class train lower level Help Desk Staff and act in
a lead capacity by guiding, advising and informing them of help desk procedures. This position is distinguished
from the Computer Help Desk Technician [ title by the experience requxred and the “lead role” provided over
lower level staff. Does related work as required.

TYPICAL WORK ACTIVITIES: (Illustrative only)

Manages help desk operations, including prioritizing requests for service, scheduling and assigning work, and
evaluating completed work;

Supervises, trains and evaluates help desk staff;

Provides technical support to employees and officials using agency computer systems;

Trains staff in the use of software, including word-processing, database, spreadsheet and electronic mail software;

Provides Help Desk support for computer users for hardware and software;

Installs, customizes and tests desktop computing equipment;

Installs, customizes and tests network communication equipment;

Communicates with vendors and other technical support personnel to aid in the solution of problems regarding
desktop hardware and software;

Evaluates desktop computer hardware, software, services and supplies by determining user requirements,
performing product and cost analyses, acquiring vendor information and product details, and developing
and submitting equipment proposals;

Maintains a library of PC-related manuals, documentation, publications, etc.;

Keeps professional skills updated and consistent with current networking and desktop computing technology.

REQUIRED KNOWLEDGE, SKILLS, ABILITIES AND ATTRIBUTES:

Thorough knowledge of computer hardware, software, networks and peripheral equipment supported by the
Information Technology Department;

Thorough knowledge of application software, including word-processing, database, spreadsheet, electronic mail,
and networking software;

Good knowledge of network data communications hardware and protocols, excellent interpersonal and oral and
written communication skills;

Ability to supervise the work of others; Ability to establish effective working relationships with others;

Ability to effectively communicate technical information in an easily understood manner;

Ability to instruct others in the use of computers and computer software;

Ability to analyze and solve problems relating to desktop computer operations;

Ability to successfully work with and serve a diverse local community; Versatility, reliability;

Physical condition commensurate with the demands of the position,

MINIMUM QUALIFICATIONS:
Graduation from high school or possession of a high school equivalency diploma and:

A) Associate's Degree in Computer Science, Computer Technology or a closely related field AND two (2)
years of full-time paid experience, or its part-time paid equivalent, as a computer support specialist,
network support specialist, microcomputer technician or equivalent position providing technical desktop
computer and/or network support; or

B) Four (4) years of full-time paid experience, or its part-time paid equivalent, as a computer support
specialist, network support specialist, microcomputer technician or equivalent position providing
technical desktop computer and/or network support.

NOTE: Education beyond the secondary level must be obtained from an institution that is a regionally accredited or
New York State registered college or university.

WC: Amended, 8.1.18 JC: Competitive Format Update 2022



RESOLUTION REQUEST FORM NO. 12

Schedule "A”

NOTICE OF INTENT TO FILL VACANT POSITION

This notice of intent is filed whenever a department head plans to fill an existing funded position in their budget that is vacated
due to a retirement, resignation, termination or promotion. This notice may not be used for requests to create a new position.
For complete instructions on the procedure to be followed, see the reverse of this form.

DEPARTMENT HEAD COMPLETES THIS SECTION

Department: Information Technology Payroll Dept. No: A.1680 110

Title of Position; Computer Help Desk Tech II #4 Base Salary of Position” $65,942.00 Grade: OOV 11-15
’ Filling at Step # (If Known):

Budget code and title: A-1680 110-Salaries Regular Union[]  Non-Union[¥]

This position is vacated due to: [ JRetirement [_JResignation [JTermination [ JPromotion (]Other

Employee No./Last Name: Date of Vacancy: 1/1/2023

Is this position mandated? [[] Yes [¥] No s the position reimbursable? [] Yes [/] No

Source of reimbursement: [] Federal % [] State % [] Other %

CIVIL SERVICE STATUS AND HUMAN RESOURCES DIRECTOR APPROVAL

[ Competitive-active eligible list [[] Competitive-no list (hiring would be provisional) [ ] Non-Competitive ] Other
Actual Impact to Budget Report will be provided monthly by Human Resources Director.

Candidate’s qualifications must be approved by Personnel Officer prior to hiring.

Human Resources Director has approved this form when initialed. {\‘& 35‘23‘2'2_

B COUNTY ADMINISTRATOR COMPLETES THIS SECTION
\EL The Administrator has no objection to the filling of the vacancy.
O The Administrator objects to the filling of the vacancy.

Administrator Signature _ : - Date_\| - & 22—
=
BUDGET OFFICER COMPLETES THIS SECTION
_The Budget Officer has no objection to the filling of the vacancy.
0 The Budget Officer abjects to the filling of the vacancy.

7 :
Budget Officer Signature %M/l//g %)7/5(}{( Date /&//// / ==

SUPERVISORY COMMITTEE COMPLETES THIS SECTION
Name of Committee L AL ﬁ% S EX LAV
3 The committee has no‘bbjec’uon to the filling of the vacancy.
The committee objects to the filling of the vacancy.

In the case of an emergency, Committee Chalr has no objectlon to the filling of the vacancy.
In the case of an emergency, Commltte

aqQ

the vacancy.

V/L Date / Z//// %/Z—Z

Revised: May 19, 2017

Ranking Committee Member Signaturé

a




COMPUTER HELP DESK TECHNICIAN II

DISTINGUISHING FEATURES OF THE CLASS: This position involves responsibility for coordinating and
overseeing the daily operations and personnel assigned to the help desk. Duties include providing technical
support for computer hardware and software, assisting with data networking activities, and training and assisting
staff in the use of agency computer systems. Incumbents in this class train lower level Help Desk Staff and act in
a lead capacity by guiding, advising and informing them of help desk procedures. This position is distinguished
from the Computer Help Desk Technician I title by the experience requxred and the “lead role” provided over
lower level staff. Does related work as required.

TYPICAL WORK ACTIVITIES: (Illustrative only)

Manages help desk operations, including prioritizing requests for service, scheduling and assigning work, and
evaluating completed work;

Supervises, trains and evaluates help desk staff;

Provides technical support to employees and officials using agency computer systems;

Trains staff in the use of software, including word-processing, database, spreadsheet and electronic mail software;

Provides Help Desk support for computer users for hardware and software;

Installs, customizes and tests desktop computing equipment;

Installs, customizes and tests network communication equipment;

Communicates with vendors and other technical support personnel to aid in the solution of problems regarding
desktop hardware and software;

Evaluates desktop computer hardware, software, services and supplies by determining user requirements,
performing product and cost analyses, acquiring vendor information and product details, and developing
and submitting equipment proposals;

Maintains a library of PC-related manuals, documentation, publications, etc.;

Keeps professional skills updated and consistent with current networking and desktop computing technology.

REQUIRED KNOWLEDGE, SKILLS, ABILITIES AND ATTRIBUTES:

Thorough knowledge of computer hardware, software, networks and peripheral equipment supported by the
Information Technology Department;

Thorough knowledge of application software, including word-processing, database, spreadsheet, electronic mail,
and networking software;

Good knowledge of network data communications hardware and protocols, excellent interpersonal and oral and
written communication skills;

Ability to supervise the work of others; Ability to establish effective working relationships with others;

Ability to effectively communicate technical information in an easily understood manner;

Ability to instruct others in the use of computers and computer software;

Ability to analyze and solve problems relating to desktop computer operations;

Ability to successfully work with and serve a diverse local community; Versatility, reliability;

Physical condition commensurate with the demands of the position.

MINIMUM QUALIFICATIONS:
Graduation from high school or possession of a high school equivalency diploma and:

A) Associate's Degree in Computer Science, Computer Technology or a closely related field AND two (2)
years of full-time paid experience, or its part-time paid equivalent, as a computer support specialist,
network support specialist, microcomputer technician or equivalent position providing technical desktop
computer and/or network support; or

B) Four (4) years of full-time paid experience, or its part-time paid equivalent, as a computer support
specialist, network support specialist, microcomputer technician or equivalent position providing
technical desktop computer and/or network support.

NOTE: Education beyond the secondary level must be obtained from an institution that is a regionally accredited or
New York State registered college or university.

WC: Amended, 8.1.18 JC: Competitive Format Update 2022



LEGISLATIVE, RULES & GOVERNMENTAL OPERATIONS COMMITTEE
LEGISLATIVE AGENDA
NOVEMBER 22, 2022

Committee Members: Supervisors Strough, Driscoll, Conover, Frasier, Thomas, McDevitt and Seeber
Chair of the Board shall serve as an Ex-Officio member when needed in accordance

with Section C(4) of the Rules of the Board
I.  Committee meeting called to order by Committee Chair
II.  Approval of minutes of prior Committee meeting - October 25, 2022

II.  Privilege of the Floor/Public Comment

IV. Action Agenda/New Business Items:
1) Creation of Records Access Officer: Discuss the creation of a separate Records Access Officer - position
would process FOIL requests and other records request.
a. Discuss records request fulfillment - use of software NextRequest.
2) FOIL Policy: Review
a. Current software and redactions.
3) Computer Use Policy: Review and approval of draft revised Computer Use Policy.

Discussion Items: None.

<

VI. Referrals/Pending Items:

LEGISLATIVE:

1) Suggested creation of a separate per diem FOIL (Freedom of Information Law) Officer position -
discussion to continue on options available, as well as what documents are available to Supervisors outside
of FOIL. (05.17.22)

2) Reimbursements to Supervisors for non-education related expenses. County Administrator and County
Attorney to draft a listing of “official duties” for Supervisors to be presented for consideration at a future
meeting. (05.17.22)

3) Consideration of adding Juneteenth as an official County holiday. (05.17.22)

4) Adirondack Park Local Government Review Board resolution opposing Senate Bill 1145, Conservation

Subdivision Design. (05.17.22)
VII. Privilege of the Floor to discuss any additional items to come before the Committee

VIII. Motion to adjourn

Attachments:
1)  Informal Survey of NYS Counties: Records Access Officer (Action Agenda/New Business Item 1)
2) FOIL Policy Draft dated 7/26/22; FOIL Policy drafi-redlined dated 7/22/22 (Action Agenda/New Business Item 2)
3)  Computer Usage Policy drafi dated 7/26/22; Computer Usage Policy drafi-redlined dated 7/22/22 (Action/New Business Item 3)
4)  APLGRB Resolution 2 of 2022 (Referral/Pending Item 4)



Informal Survey of NYS County Clerks

B

1 |County FAO
2 |Broome Legislative Clerks
3 [Cayuga Clerk of the Legislature

Assistant County Attorney designated to
4 |Chautaugua Department
5 [Clinton County Admin

Clerk of the Board, but elected officals
6 [Columbia handle for their departments
7 |Essex County Attorney
8 [Cortland Legislative Clerk
9 [Delaware Clerk of the Board
10 |Dutchess Departments

Departments, county clerk is appeal
11 |Genesee officer
12 |Greene County Attorney
13 |Livingston County Admin or Attorney
14 |Montgomery County Clerk
15 |Niagara Legislative Clerks
16 |Onondaga Law Department
17 |Otsego Clerk of the BOS--Departments
18 |Rockland Departments

FOIL Officer, some Departments do own
19 |Schenectady (BOE)

Clerk of Legislature, all except DSS &
20 |Steuben Mental Health
21 [Tioga FOIL Officer with paralegal
22 [Tompkins county administrator

Departments, County clerk is appeal
23 [Washington office

Departments, appeals to County
24 (Westchester Attorney
25 |Yates County Attorney
26
27 [SUMMARY
28 [County Clerk 1
29 |County Administrator 2 & 1 split
30 |Clerk of Board/Legislature 6 & 1 splits
31 [County Attorney 4 & 3 splits
32 [Departments 5 & 3 splits
33 |FOIL Officer 1 &1 split
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SCHEDULE “A”
WARREN COUNTY POLICY FOR RESPONDING TO
FREEDOM OF INFORMATION LAW
REQUESTS FOR RECORDS

SECTION 1: PURPOSE AND SCOPE.

1.

SECTION 2:

—

The people’s right to know the process of government decision-making and the documents and
statistics leading to determinations is basic to our society. Access to such information should not
be thwarted by shrouding it with the cloak of secrecy of confidentiality.

These regulations provide information concerning the procedures by which records may be
obtained.

Personnel shall furnish to the public the information and records required by the Freedom of
Information Law (hereafter, “FOIL”), as well as records otherwise available by law.

Any conflicts among laws governing public access to records shall be construed in favor of the
widest possible availability of public records.

DEFINITIONS.

“Requester” is the person or entity requesting records from the agency.

“RAQO” shall mean the Record Access Officer.

“FOIL Responses” shall mean a response to a FOIL Request which approved by either the RAO,
DRAO, or both prior to release to a Requester.

SECTION 3: DESIGNATION OF RECORDS ACCESS OFFICER.

1.

The Warren County Board of Supervisors is responsible for ensuring compliance with Article VI
of the Public Officer’s Law and the requirements of this Local Law herein, and hereby
designates the following person or position as records access officer for Warren County
(hereafter, “RAO”):

A. County Administrator
Warren County Municipal Center
1340 State Route 9
Lake George, New York 12801
Email Requests to:
Submit requests at: https://warrencountyny.gov/form/contact-foil

B. The RAO possesses primary responsibility for implementing and supervising the policy
and procedures set forth by this FOIL policy and responding to FOIL Responses, except
as further delegated in Section 2(2) & (3). The RAO shall designate as designees,
employees assigned to the County Administrator’s Office, to assist and support the RAO
to complete daily tasks required to receive and respond to FOIL Requests, to include, but
not limited to receiving, logging, distributing, tracking, communicating and transmitting
all County FOIL responses.

The Warren County Board of Supervisors also designates the following County elected officers
as Deputy Records Access Officers (hereafter, “DRAQO”) for their respective departments who
shall be responsible for ensuring compliance with the County’s FOIL policy, as well as Article
VI of the Public Officers Law for their respective Departments and shall receive FOIL Requests
from the RAO, or designee, and provide FOIL Responses with redactions, if required, to the
RAO, or his designee, for final release to the Requester:


https://warrencountyny.gov/form/contact-foil

A. Warren County Clerk;
B. Warren County District Attorney;
C. Warren County Sheriff;
D. Warren County Treasurer.
3. The Warren County Board of Supervisors also designates the following appointed County

Department Heads as DRAOs for their respective departments who shall be responsible for
ensuring compliance with the FOIL policy, as well as Article VI of the Public Officers Law for
their respective Departments and shall receive FOIL Requests from the RAO, or designee, and
provide FOIL Responses with redactions, if required, to the RAO, or his designee, for final
release to the Requester:

TOQTImo QW

Commissioner, Department of Public Works;

Commissioner, Department of Social Services;
Commissioners, Board of Elections (Democrat & Republican);
Clerk of the Board of Supervisors for County Supervisor(s);
Department Head, Building Code Enforcement;

Department Head, Office of the Aging;

Department Head, Health Services; and

Director, Human Resources.

4. The RAO, or designee, as well as the DRAOs and their designees, shall comply with the
requirements of Article VI of the Public Officers Law and this FOIL Policy, and ensure
compliance by any other County personnel:

5. The RAO shall:

1.
ii.

1il.

1v.

Vi.
vil.

Maintain an up-to-date subject matter list for the County of Warren; and
Assist a Requester seeking records to identify the records sought, if necessary, and when
appropriate, indicate the manner in which the records are filed, retrieved or generated to
assist persons in reasonably describing records; and
Contact a Requester seeking records when a request is voluminous or when locating the
records involves substantial effort, so that personnel may ascertain the nature of records
of primary interest and attempt to reasonably reduce the volume of records requested and
Upon locating the records responsive to the request, take one of the following actions:
1. Make records available for inspection; or,
2. Deny access to the records in whole or in part and explain in writing the reasons
therefor.
Upon request for copies of records:
1. Make a copy available upon payment or offer to pay established fees, if any, in
accordance with Section 8; or,
2. Permit the requester to copy those records.
Upon request, certify that a record is a true copy; and
Upon failure to locate records, certify that;
1. Warren County is not the custodian for such records, or
2. The records of which Warren County is a custodian cannot be found after diligent
search.

SECTION 3: LOCATION.

Page 2 of 7



Records shall be available for public inspection and copying, by appointment only, scheduled by the Requester
with the RAO or designee at:

WARREN COUNTY CLERK’S OFFICE
WARREN COUNTY MUNICIPAL CENTER
1340 STATE ROUTE 9

LAKE GEORGE, NEW YORK 12845

SECTION 4: HOURS FOR PUBLIC INSPECTION.

Requests for public access to paper records shall be accepted and records produced during all hours regularly
open for business, upon making an appointment. For the purpose of making an appointment, please contact:

Name

Title

Address

Phone No.

SECTION 5: REQUESTS FOR PUBLIC ACCESS TO RECORDS.

1.
2.

3.

5.

A written request shall be required for all record requests in a form provided by the RAO.

If records sought are maintained on the internet, the requester shall be informed that the records are
available and accessible via the internet.

If the requester chooses to receive a response from the County which would require the printing of
documents available on the internet, or provided upon an electronic storage medium, then the request
shall also be told the costs for such production and shall tender payment prior to release of the
records printed on paper or upon a an electronic storage device..

A response shall be given within five business days of receipt of a request by:

a. Informing a Requester requesting records that the request or portion of the request does not
reasonably describe the records sought, including direction, to the extent possible, that would
enable that person to request records reasonably described;

b. Granting or denying access to records in whole or in part;

c. Acknowledging the receipt of a request, in writing, and include an approximate date when
the request will be granted or denied in whole or in part, which shall be reasonable under the
circumstances of the request and shall not be more than twenty business days after the date of
the acknowledgment, or if it is known that circumstances prevent disclosure within twenty
business days from the date of such acknowledgment, providing a statement in writing
indicating the reason for inability to grant the request within that time and a date certain,
within a reasonable period under the circumstances of the request, when the request will be
granted in whole or in part; or

d. ifthe receipt of request was acknowledged in writing and included an approximate date when
the request would be granted in whole or in part within twenty business days of such
acknowledgment, but circumstances prevent disclosure within that time, providing a
statement in writing within twenty business days of such acknowledgment specifying the
reason for the inability to do so and a date certain, within a reasonable period under the
circumstances of the request, when the request will be granted in whole or in part.

In determining a reasonable time for granting or denying a request under the circumstances of a
request, personnel shall consider the volume of a request, the ease or difficulty in locating, retrieving
or generating records, the complexity of the request, the need to review records to determine the
extent to which they must be disclosed, the number of requests received by the agency, and similar
factors that bear on the ability to grant access to records promptly and within a reasonable time.
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6. A failure to comply with the time limitations described herein shall constitute a denial of a request

that may be appealed. Such failure shall include situations in which an officer or employee:

a. Fails to grant access to the records sought, denies access in writing, or acknowledge the
receipt of a request within five business days of the receipt of a request;

b. Acknowledges the receipt of a request within five business days but fails to furnish an
approximate date when the request will be granted or denied in whole or in part;

c. Furnishes an acknowledgment of the receipt of a request within five business days with an
approximate date for granting or denying access in whole or in part that is unreasonable
under the circumstances of the request;

d. Fails to respond to a request within a reasonable time after the approximate date given or
within twenty business days after the date of the acknowledgment of the receipt of a request;

e. Determines to grant a request in whole or in part within twenty business days of the
acknowledgment of the receipt of a request, but fails to do so, unless the agency provides the
reason for its inability to do so in writing and a date certain within which the request will be
granted in whole or in part;

f. Does not grant a request in whole or in part within twenty business days of the
acknowledgment of the receipt of a request and fails to provide the reason in writing
explaining the inability to do so and a date certain by which the request will be granted in
whole or in part; or

g. Responds to a request, stating that more than twenty business days is needed to grant or deny
the request in whole or in part and provides a date certain within which that will be
accomplished, but such date is unreasonable under the circumstances of the request.

SECTION 6: SUBJECT MATTER LIST

1.

The RAO shall rely upon Resolution  of 2022 (hereafter, “Subject Matter List™) as the agency’s
reasonably detailed current list by subject matter of all records in the agency’s possession, whether
or not records are available pursuant to subdivision two of Section eighty-seven of the Public
Officers Law.

The Subject Matter List shall be sufficiently detailed to permit identification of the category of the
record sought.

The Subject Matter List shall be updated annually. The most recent update shall appear on the first
page of the Subject Matter List.

SECTION 7: DENIAL OF ACCESS TO RECORDS

1.

Denial of access to records shall be in writing stating the reason therefor and advising the requester
of the right to appeal to the individual or body established to determine appeals, who shall be
identified by name, title, business address and business phone number.

If requested records are not provided promptly, as required in Section 5 of these regulations, such
failure shall also be deemed a denial of access.

The following person or persons or body shall determine appeals regarding denial of access to
records under the Freedom of Information Law:

Lawrence Elmen, Esq., or his designee
WARREN COUNTY ATTORNEY”’S OFFICEWarren County Municipal Center1340 State Route
9Lake George, New York 12845Phone: 518-761-
Any person denied access to records may appeal within thirty days of the date the denial was issued.
The time for deciding an appeal by the individual or body designated to determine appeals shall
commence upon receipt of a written appeal identifying:

a. the date and location of requests for records;

b. adescription, to the extent possible, of the records that were denied; and
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c. the name and return address of the person denied access.

6. A failure to determine an appeal within ten business days of its receipt by granting access to the
records sought or fully explaining the reasons for further denial in writing shall constitute a denial of
the appeal.

7. The person or body designated to determine appeals shall transmit to the Committee on Open
Government copies of all appeals upon receipt of appeals. Such copies shall be addressed to:

Committee on Open Government
Department of State

One Commerce Plaza

99 Washington Avenue, Suite 650
Albany, NY 12231

8. The person or body designated to determine appeals shall inform the appellant and the Committee on
Open Government of its determination in writing within ten business days of receipt of an appeal.
The determination shall be transmitted to the Committee on Open Government in the same manner
as set forth subdivision (f) of this section.

SECTION 8: 8 Fees:.

1. There shall be no fee charged for:

a. Inspection of records;

b. Search for records; or

c. Any certification pursuant to this part.

2. Copies may be provided without charging a fee.

3. Fees for copies may be charged, provided that:

a. The fee for copying records shall not exceed 0.20 cents per page for photocopies not
exceeding 9 by 14 inches. This section shall not be construed to mandate the raising of fees
where agencies or municipalities in the past have charged less than 0.20 cents for such
copies;

b. The fee for photocopies of records in excess of 9 x 14 inches shall not exceed the actual cost
of reproduction; or

c. An agency has the authority to redact portions of a paper record and does so prior to
disclosure of the record by making a photocopy from which the proper redactions are made.

4. The fee an agency may charge for a copy of any other record is based on the actual cost of
reproduction and may include only the following:

a. An amount equal to the hourly salary attributed to the lowest paid employee who has the
necessary skill required to prepare a copy of the requested record, but only when more than
two hours of the employee’s time is necessary to do so; and

b. The actual cost of the storage devices or media provided to the person making the request in
complying with such request; or

c. The actual cost to the agency of engaging an outside professional service to prepare a copy of
a record, but only when an agency’s information technology equipment is inadequate to
prepare a copy, and if such service is used to prepare the copy.

5. When an agency has the ability to retrieve or extract a record or data maintained in a computer
storage system with reasonable effort, or when doing so requires less employee time than engaging
in manual retrieval or redactions from non-electronic records, the agency shall be required to retrieve
or extract such record or data electronically. In such case, the agency may charge a fee in accordance
with paragraph (4)(a) and (b) above.
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6. An agency shall inform a person requesting a record of the estimated cost of preparing a copy of the
record if more than two hours of an agency employee’s time is needed, or if it is necessary to retain
an outside professional service to prepare a copy of the record.

7. An agency may require that the fee for copying or reproducing a record be paid in advance of the
preparation of such copy.

8. An agency may waive a fee in whole or in part when making copies of records available.

SECTION 9: Public notice.

A notice containing the title or name and business address of the records access officers and appeals person or
body and the location where records can be seen or copies shall be posted in a conspicuous location wherever
records are kept and/or published in a local newspaper of general circulation.

Section 10: Severability.

If any provision of these regulations or the application thereof to any person or circumstances is adjudged
invalid by a court of competent jurisdiction, such judgment shall not affect or impair the validity of the other
provisions of these regulations or the application thereof to other persons and circumstances.

[END OF POLICY]
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PUBLIC NOTICE

YOU HAVE A RIGHT TO SEE PUBLIC RECORDS.: The amended Freedom of Information Law, which took
effect on January 1, 1978, gives you the right of access to many public records. Warren County has adopted a
local law governing when, where, and how you can see public records. The local law can be seen at all places
where records are kept.

According to the local law, records can be seen and copied at the following location, upon appointment only:

WARREN COUNTY CLERK’S OFFICE
WARREN COUNTY MUNICIPAL CENTER
1340 STATE ROUTE 9

LAKE GEORGE, NEW YORK 12845

The following officials will help you to exercise your right to access:
1. Records Access Officer:

County Administrator

Warren County Municipal Center

1340 State Route 9

Lake George, New York 12801

Email Requests to:

Submit requests at: https://warrencountyny.gov/form/contact-foil

2. Appeals Officer:

If you are denied access to a record and you believe the denial was made in error, then you may appeal to the
following person:

WARREN COUNTY ATTORNEY (or a designee)

Warren County Attorney’s Office

Warren County Municipal Center

1340 State Route 9

Lake George, NY 12801

Submit email requests to:

Submit appeals to: https://warrencountyny.gov/form/contact-foil
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SCHEDULE “A”
WARREN COUNTY POLICY FOR RESPONDING TO
FREEDOM OF INFORMATION LAW
REQUESTS FOR RECORDS

SECTION 1: PURPOSE AND SCOPE.
1. The people’s right to know the process of government decision-making and the documents and
statistics leading to determinations is basic to our society. Access to such information should not
be thwarted by shrouding it with the cloak of secrecy of confidentiality.

2. These regulations provide information concerning the procedures by which records may be
obtained.

3. Personnel shall furnish to the public the information and records required by the Freedom of
Information Law _(hereafter. “FOIL”), as well as records otherwise available by law.

4. Any conflicts among laws governing public access to records shall be construed in favor of the

widest possible availability of public records.

SECTION 2: DESIGNATION OF RECORDS ACCESS OFFICER.
1. The Warren County Board of Supervisors is responsible for insuring compliance with the
regulations herein, and designates the following person or position as records access officer

(hereafter. “RAQO™):

| A. County Administrator “;:.:;:-"[Fonnatted: Font: Font color: Black
Warren County Municipal Center " Formatted: List Paragraph, Indent: Left: 17, Hanging:
1340 State Route 9 0.5", Numbered + Level: 1 + Numbering Style: A, B, C,
Lake George, New York 12801 ... + Start at: 1 + Alignment: Left + Aligned at: 1.75" +
Email Requests to: Indent at: 2"

Submit requests at: https://warrencountyny.gov/form/contact-foil

B. The RAO possesses primary responsibility for implementing and supervising the policy
and procedures set forth by this FOIL policy and responding to FOIL Responses. except
as further delegated in Section 2(2) & (3). The RAO shall designate as designees,
employees assigned to the County Administrator’s Office, to assist and support the RAO
to complete daily tasks required to receive and respond to FOIL Requests, to include, but
not limited to receiving. logging, distributing, tracking. communicating and transmitting
all County FOIL responses.

e {Formatted: Font: Font color: Black ]

2. The Wz;rren County Board of Supervisors also designates the following County elected officers
as Deputy Records Access Officers (hereafter. “DRAQ™) for their respective departments who

shall be responsible for insuring compliance with the regulations for their Departments and shall
receive FOIL Requests from the RAO. or designee. and provide FOIL Responses with

redactions, if required. to the RAOQ. or his designee, for final release to the Requester:

[ Formatted: List Paragraph, Indent: Left: 1.5" ]

A. Warren County Clerk:
B. Warren County District Attorney:

C. Warren County Sheriff:
D. Warren County Treasurer.

::.,-;:"‘{Formatted: Font: Font color: Black ]

3. The Warren County Board of Supervisors also designates the following appointed County
Department Heads as DRAOs for their respective departments who shall be responsible for
insuring compliance with the FOIL regulation for their Departments and shall receive FOIL
Requests from the RAO, or designee, and provide FOIL Responses with redactions, if required,
to the RAOQ, or his designee, for final release to the Requester:

-.[Formatted: Indent: Left: 1", No bullets or numbering ]




Al Commissioner, Department of Public Works: S | Formatted: Indent: Hanging: 0.5" ]
B. Commissioner, Department of Social Services:
C. Commissioners, Board of Elections (Democrat & Republican):
D. Clerk of the Board of Supervisors for County Supervisor(s):
E. Department Head. Building Code Enforcement:
E. Department Head. Office of the Aging:
G. Department Head. Health Services: and
H. Director, Human Resources.
A = [ Formatted: Font: Font color: Black ]
[ Formatted: No bullets or numbering ]
3:5. The RAO. or designee.records-aceess-officer shall comply with the requirements of Article VI
the Public Officers Law: Freedom of Information Law Act and einsure that the RAQO, and when
appropriate the DRAOs, or other agency personnel:
i. Maintain an up-to-date subject matter list_for the County of Warren: and-
ii. Assist p.a Requesterersens seeking records to identify the records sought, if necessary,
and when appropriate, indicate the manner in which the records are filed, retrieved or
generated to assist persons in reasonably describing records; and-
iii. Contact a Requesterpersens seeking records when a request is voluminous or when
locating the records involves substantial effort, so that personnel may ascertain the nature
of records of primary interest and attempt to reasonably reduce the volume of records
requested_and-
iv. Upon locating the records responsive to the request, take one of the following actions:
1. Make records available for inspection; or,
2. Deny access to the records in whole or in part and explain in writing the reasons
therefor.
v. Upon request for copies of records:
1. Make a copy available upon payment or offer to pay established fees, if any, in
accordance with Section 8; or,
2. Permit the requester to copy those records.
vi. Upon request, certify that a record is a true copy; and
vii. Upon failure to locate records, certify that;
1. Warren County is not the custodian for such records, or
2. The records of which Warren County is a custodian cannot be found after diligent
search.
2 == [;natted: Indent: Left: 1.75", No bullets or
SECTION 3: LOCATION. numbering

Records shall be available for public inspection and copying, by appointment only, scheduled by the Requester

with the RAO or designee-Record-Aceess-Officer: at:

WARREN COUNTY CLERK’S OFFICE
WARREN COUNTY MUNICIPAL CENTER
1340 STATE ROUTE 9

LAKE GEORGE, NEW YORK 12845

SECTION 4: HOURS FOR PUBLIC INSPECTION.
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Requests for public access to paper records shall be accepted and records produced during all hours regularly
open for business, upon making an appointment. For the purpose of making an appointment, please contact:
Name

Title

Address

Phone No.

SECTION S: REQUESTS FOR PUBLIC ACCESS TO RECORDS.

1. A written request mayshall be required_for all record requests in a form provided by the RAO.;-but =+ [ Formatted: Indent: Left: 0.5, Hanging: 0.25"

2. Ifrecords sought are maintained on the internet, the requester shall be informed that the records are
available and accessible via the internet.

2.3 If the requester chooses to receive a response from the County which would require the printing of
documents available on the internet. or provided upon an electronic storage medium, then the request
shall also be told the costs for such production and shall tender payment prior to release of the

records printed on paper or upon a an electronic storage device.-and-in-printed-form-eitheron-paper
Lorinf r T

3-4.A response shall be given within five business days of receipt of a request by:

a. linforming a Requesterpersen requesting records that the request or portion of the request < Formatted: Indent: Hanging: 0.25", Tab stops: Not at
does not reasonably describe the records sought, including direction, to the extent possible, 1"

that would enable that person to request records reasonably described;

b. Geranting or denying access to records in whole or in part;

c. Aacknowledging the receipt of a request, in writing, and includeing an approximate date
when the request will be granted or denied in whole or in part, which shall be reasonable
under the circumstances of the request and shall not be more than twenty business days after
the date of the acknowledgment, or if it is known that circumstances prevent disclosure
within twenty business days from the date of such acknowledgment, providing a statement in
writing indicating the reason for inability to grant the request within that time and a date
certain, within a reasonable period under the circumstances of the request, when the request
will be granted in whole or in part; or

d. if the receipt of request was acknowledged in writing and included an approximate date when
the request would be granted in whole or in part within twenty business days of such
acknowledgment, but circumstances prevent disclosure within that time, providing a
statement in writing within twenty business days of such acknowledgment specifying the
reason for the inability to do so and a date certain, within a reasonable period under the
circumstances of the request, when the request will be granted in whole or in part.

4:5.In determining a reasonable time for granting or denying a request under the circumstances of a
request, personnel shall consider the volume of a request, the ease or difficulty in locating, retrieving
or generating records, the complexity of the request, the need to review records to determine the
extent to which they must be disclosed, the number of requests received by the agency, and similar
factors that bear on the ability to grant access to records promptly and within a reasonable time.

5.6.A failure to comply with the time limitations described herein shall constitute a denial of a request
that may be appealed. Such failure shall include situations in which an officer or employee:

a. Ffails to grant access to the records sought, denyies access in writing, or acknowledge the <+ Formatted: Indent: Hanging: 0.25", Tab stops: Not at
receipt of a request within five business days of the receipt of a request; 1"

b. aAcknowledges the receipt of a request within five business days but fails to furnish an
approximate date when the request will be granted or denied in whole or in part;
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c. Ffurnishes an acknowledgment of the receipt of a request within five business days with an
approximate date for granting or denying access in whole or in part that is unreasonable
under the circumstances of the request;

d. Ffails to respond to a request within a reasonable time after the approximate date given or
within twenty business days after the date of the acknowledgment of the receipt of a request;

e. Ddetermines to grant a request in whole or in part within twenty business days of the
acknowledgment of the receipt of a request, but fails to do so, unless the agency provides the
reason for its inability to do so in writing and a date certain within which the request will be
granted in whole or in part;

f. Ddoes not grant a request in whole or in part within twenty business days of the
acknowledgment of the receipt of a request and fails to provide the reason in writing
explaining the inability to do so and a date certain by which the request will be granted in
whole or in part; or

g. Rresponds to a request, stating that more than twenty business days is needed to grant or
deny the request in whole or in part and provides a date certain within which that will be
accomplished, but such date is unreasonable under the circumstances of the request.

SECTIONeetion 6: SUBJECT MATTER LIST-Subjeet-mattertist:

1. The RAOrecordsaceess-officer shall rely upon Resolution of 2022 (hereafter. “Subject Matter <
List”) as the agency’smaintain-a reasonably detailed current list by subject matter of all records in
the agency’sits possession, whether or not records are available pursuant to subdivision two of
Section eighty-seven of the Public Officers Law.

2. The Ssubject mMatter IList shall be sufficiently detailed to permit identification of the category of
the record sought.

3. The sSubject mMatter IList shall be updated annually. The most recent update shall appear on the
first page of the Ssubject mMatter Liist.

SECTIONeetion 7: DENIAL OF ACCESS TO RECORDSenial-of-aceess-to-records:

1. Denial of access to records shall be in writing stating the reason therefor and advising the requester +
of the right to appeal to the individual or body established to determine appeals, fwhe-erwhich} who
shall be identified by name, title, business address and business phone number.

2. Ifrequested records are not provided promptly, as required in Section 5 of these regulations, such
failure shall also be deemed a denial of access.

3. The following person or persons or body shall determine appeals regarding denial of access to
records under the Freedom of Information Law:

90 )
&
Lawrence Elmen, Esq.. or his designee
3. WARREN COUNTY ATTORNEY”S OFFICE¢eb +

titla)
12223574

Warren County Municipal Centerfbusiness-address)

{Formatted Indent: Left: 0", First line: 0"

Formatted: Indent: Left: 0.5", Hanging: 0.25*, Tab
stops: Not at 0.5"

1340 State Route 9,
Lake George. New York 12845 (phone#)
Phone: 518-761-
4. Any person denied access to records may appeal within thirty days of the date the a-denial was
issued.
5. The time for deciding an appeal by the individual or body designated to determine appeals shall
commence upon receipt of a written appeal identifying:
a. the date and location of requests for records;
b. a description, to the extent possible, of the records that were denied; and
c. the name and return address of the person denied access.
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6. A failure to determine an appeal within ten business days of its receipt by granting access to the
records sought or fully explaining the reasons for further denial in writing shall constitute a denial of
the appeal.

7. The person or body designated to determine appeals shall transmit to the Committee on Open
Government copies of all appeals upon receipt of appeals. Such copies shall be addressed to:

Committee on Open Government
Department of State

One Commerce Plaza

99 Washington Avenue, Suite 650
Albany, NY 12231

8. The person or body designated to determine appeals shall inform the appellant and the Committee on

Open Government of its determination in writing within ten business days of receipt of an appeal.
The determination shall be transmitted to the Committee on Open Government in the same manner
as set forth subdivision (f) of this section.

SECTION 8:eetion 8 Fees:.

1. There shall be no fee charged for:
a. linspection of records;
b. Ssearch for records; or
c. Aany certification pursuant to this part.

2. Copies may be provided without charging a fee.

3. Fees for copies may be charged, provided that:
a. Tthe fee for copying records shall not exceed 0.250, cents per page for photocopies not

-

exceeding 9 by 14 inches. This section shall not be construed to mandate the raising of fees
where agencies or municipalities in the past have charged less than¢ 0.250,cents for such

copies;
b. Tthe fee for photocopies of records in excess of 9 x 14 inches shall not exceed the actual cost

of reproduction; or
c. Agan agency has the authority to redact portions of a paper record and does so prior to

disclosure of the record by making a photocopy from which the proper redactions are made.

4. The fee an agency may charge for a copy of any other record is based on the actual cost of
reproduction and may include only the following:

a. aAn amount equal to the hourly salary attributed to the lowest paid employee who has the
necessary skill required to prepare a copy of the requested record, but only when more than
two hours of the employee’s time is necessary to do so; and

b. tThe actual cost of the storage devices or media provided to the person making the request in
complying with such request; or

c. tThe actual cost to the agency of engaging an outside professional service to prepare a copy
of a record, but only when an agency’s information technology equipment is inadequate to
prepare a copy, and if such service is used to prepare the copy.

5. When an agency has the ability to retrieve or extract a record or data maintained in a computer
storage system with reasonable effort, or when doing so requires less employee time than engaging
in manual retrieval or redactions from non-electronic records, the agency shall be required to retrieve
or extract such record or data electronically. In such case, the agency may charge a fee in accordance
with paragraph (4)(al) and (b) above.

6. An agency shall inform a person requesting a record of the estimated cost of preparing a copy of the
record if more than two hours of an agency employee’s time is needed, or if it is necessary to retain
an outside professional service to prepare a copy of the record.
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= _1._An agency may require that the fee for copying or reproducing a record be.paid-in-advance of the

preparation of such copy.
| 8. An agency may waive a fee in whole or in part when making copies of records available.

| SECTION eetion-9: Public noticeublie-netice:,
A notice containing the title or name and business address of the records access officers and appeals person or
body and the location where records can be seen or copies shall be posted in a conspicuous location wherever
records are kept and/or published in a local newspaper of general circulation.

| Sectioneetion 10: Severability:.
If any provision of these regulations or the application thereof to any person or circumstances is adjudged
invalid by a court of competent jurisdiction, such judgment shall not affect or impair the validity of the other
provisions of these regulations or the application thereof to other persons and circumstances.

[END OF POLICY]
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MOBEL-PUBLIC NOTICE
YOU HAVE A RIGHT TO SEE PUBLIC RECORDS. The amended Freedom of Information Law, which took
effect on January 1, 1978, gives you the right of access to many public records. Warren County has adopted a

local law governing when, where, and how you can see public records. The local law can be seen at all places
where records are kept.

According to the local law, records can be seen and copied at the following location, upon appointment only:
WARREN COUNTY CLERK’S OFFICE
WARREN COUNTY MUNICIPAL CENTER
1340 STATE ROUTE 9
LAKE GEORGE, NEW YORK 12845
The following officials will help you to exercise your right to access:

1. Records Access Officer:

County Administrator

S { Formatted: Centered

*;;._-:_-"'[ Formatted: Font: Font color: Black

Warren County Municipal Center

1340 State Route 9

Lake George, New York 12801

Email Requests to: ___

Submit requests at: https://warrencountyny.gov/form/contact-foil

2. Appeals Officer:

If you are denied access to a record and you believe the denial was made in error, then you may appeal to the
following person:

WARREN COUNTY ATTORNEY (or a designee)
Warren County Attorney’s Office

Warren County Municipal Center

1340 State Route 9

Lake George, NY 12801

Submit email requests to:

Submit appeals to: https:/warrencountyny.gov/form/contact-foil
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WARREN COUNTY COMPUTER USAGE POLICY

I. PURPOSE

All computers, servers, cellular phones, storage devices, software, Internet connections, computer
applications, voice mail systems, e-mail systems, and any other device used to connect to the
County’s computer network (collectively referred to as the “computer network™) which are
supplied by Warren County for use by County employees and agents and are owned and/or
licensed by the County of Warren and made available to employees and agents at the sole and
unilateral discretion and pleasure of the County of Warren. The County of Warren provides the
computer network and access to the computer network for use by employees and agents solely for
conducting and engaging in official County business activities only. No County employee or agent
possesses any current or future rights in any data, information, programs or files created, modified,
and/or stored on the computer network and all such data, information, programs, and files are and
remain the sole legal property of the County of Warren.

As established by Board of Supervisors Resolution 409 of 2014, the County’s computer network
system and voice mail systems are intended for the business use of Warren County personnel and
agents. Any use of the computer network by any other persons, unless specifically and expressly
permitted by Warren County is unauthorized. All records (including email and voice mail and
other messages) generated or stored on the computer network are County-owned records. The
County reserves the right to access and disclose, at any time and for any purpose, all records sent
over or stored in its computer and/or systems. The use of the County computer network constitutes
that person’s consent to the County’s right to access and disclose data from the computer network.

While our direct connection to the internet offers a cornucopia of potential benefits in performing
our day-to-day work activities, it also opens the door to significant risks to our data and systems if
we do not follow appropriate security measures and discipline while interacting with our computer
systems. As presented in greater detail below, security may require that computers with sensitive
data or applications, shall not connect to the internet, have restricted access to the internet, or that
certain officers and employees must be prevented from using certain Internet features like file
transfers. The overriding principle is that computer security is everyone’s first concern. An officer
or employee may be held accountable for any breaches of the security measures set forth by this
policy, or for violating confidentiality requirements through the unauthorized release of County-
owned computer information and data.

Certain terms used this policy should be understood in their customary usage and be read to include
the broadest possible meaning and to include their related concepts:

e “Computer network” means All computers, servers, cellular phones, storage devices,
software, Internet connections, computer applications, voice mail systems, e-mail systems,
and any other device used to connect to the County’s computer network

e “Document” covers just about any kind of file that can be read on a computer screen as if
it were a printed page and includes any electronically stored data, including HTML files
read on an Internet browser, any file meant to be accessed by a word processing or desk-




top publishing program or its viewer, or the files prepared for the Adobe Acrobat reader
and other electronic publishing tools.

e “Data” means any information, knowledge, facts, concepts or instructions which is
processed on a computer network and includes data in any form, whether readable by a
computer or a human and wherever stored on the County’s computer network.

e “Graphics” includes photographs, pictures, animations, movies, or drawings.

e “Display” includes monitors, flat-panel active or passive matrix displays, monochrome
LCDs, projectors, televisions and virtual-reality tools.

The County will provide Internet access to those employees who demonstrate a legitimate business
need. County employees and agents granted computer access, email access and/or Internet access
as part of their employment shall be provided with a copy of this policy and shall acknowledge
receipt of this policy and the requirement to know the contents of the policy while employed by
the County.

I1. INTERNET POLICY PROVISIONS

A) Management and Administration

1. The County has software and systems in place that monitor and record all Internet
usage. We want you to be aware that our security systems have the potential to record (for each
and every user) each World Wide Web site visit, social media usage, email messages, and each
file transfer into and out of our internal networks. The County reserves the right to record all such
activity which occurs upon the County computer systems and the right to review such activity and
data at any time, as provided for by this policy. No employee possesses, or should possess any
expectation of privacy as to his or her computer network activity and usage while using the
County’s computer network. Periodic review of computer network activity will analyze usage
patterns by employees to ensure that the County computer network is used by employees to
maintaining the highest levels of productivity, and security.

2. The County reserves the right to inspect any and all files downloaded from any
source, to include the Internet, which are stored on the County’s computer network in order to
assure compliance with this policy.

3. Since a wide variety of materials may be deemed offensive by co-workers, vendors,
suppliers or members of the general public, it is a violation of County policy to store, view, print
or redistribute any document or graphic file that is not directly related to the user’s job or the
County’s business activities

4. The receipt, storage, or display of any visual depiction of nudity' on the County’s
computer network is strictly prohibited, unless required for the performance of the employee’s
official duty (i.e. law enforcement officers assigned to the Sheriff’s Office). In addition, no visual
depiction of nudity, to include pornography or sexually explicit conduct shall be archived, stored,

! As the term is defined by Penal Law section 235.20(2) to mean the showing of the human male or female genitals,
pubic area or buttocks with less than a full opaque covering, or the showing of the female breast with less than a
fully opaque covering of any portion thereof below the top of the nipple, or the depiction of covered male genitals in
a discernably turgid state.
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distributed, edited or recorded using the County’s computer network, unless required for the
performance of the employee’s official duty.

5. The County actively uses software to identify Internet sites which host or maintain
inappropriate and/or sexually explicit visual depictions. The County may block access from within
our computer network to all such sites identified by the County. The failure of the County to
identify and block access to an Internet site which contains inappropriate and/or sexually explicit
material does not permit or condone an employee from accessing such sites while using the
County’s computer network. If an employee accidentally connects to a website that contains
inappropriate and/or sexually explicit material, you must disconnect immediately from that
website.

6. This County’s computer network shall not be used to violate the laws and
regulations of the United States, or any other nation, or the laws and regulations of any state, city,
province or other local jurisdiction. Use of the County’s computer network for any illegal activity
is grounds for disciplinary action, to include possible termination. The County shall cooperate
with and comply with all reasonable requests from law enforcement agencies relating to an
investigation and/or lawfully-issued subpoena.

7. Employees using the County’s computer network shall be aware of laws involving
copyright protections, trademarks, libel, and public speech control laws of all agencies in which
this County maintains a business presence to avoid County liability from an inadvertent violation
of such laws.

8. Employees may download software for direct business use, only after Department
Head approval and approval by the Director of Information Technology. The employee and
Department Head shall arrange to have such software properly licensed and registered to the
County. Any software or files downloaded from the Internet to the County’s computer network
becomes the property of the County. Any such files or software shall be used only in ways that are
consistent with their licenses or copyrights, and for official County business.

0. The County’s computer network shall be used for county business only. Prohibited
downloads and nefarious uses include but are not limited to: knowingly downloading or
distributing pirated software or data; deliberately propagating any virus, worm, Trojan Horse, trap-
door program code; crypto-mining; circumventing systems intended to protect the privacy or
security of any computer network user; and using the County’s computer network to disable or
overload any computer system or network, to include the County’s.

10. No employee or agent shall use the County’s computer network to conduct any
form of gambling.

11. Employees and agents shall not use the County’s computer network to download
entertainment software or games.

12. County employees and agents shall identify themselves honestly, accurately and
completely (including one’s County affiliation and function when requested) when using the
County’s computer network, to include, setting up accounts on outside computer systems, required
for the performance of the employee’s official duty (i.e. law enforcement officers assigned to the
Sheriff’s Office).

13. The County owns all data and material created and posted by a County employee
and agent to any forum, social media or World Wide Web page in the course of their official duties.
The County shall own and possess all legal rights to copyright, trademark, license and control the
use and distribution of such data and material.

14.  Employees and agents shall not upload any software owned by the County or
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licensed to the County, without the prior written approval of the employee’s Department Head, the
written approval of the Department Head responsible for such software, and the Director of
Information Technology.

15.  Any on-line presence (i.e. social media page for business purposes) must first be
approved by the Department Head, Director of Information Technology, County Administrator
and the Oversight Committee for the employee’s department. Content posted shall require access
and oversight by the Department Head and the Director of Information Technology, or other
persons designated by the Director.

16. Employees and agents are reminded that social media is a public forum where it is
inappropriate to reveal confidential County information. Employees and agents releasing protected
information via social media - whether or not the release was inadvertent - may be subject to
disciplinary action, to include termination of employment, as stated by County policies and
procedures.

17.  Use of the County’s computer network to violate County policies or commit
criminal acts or non-criminal violations, such as misuse of County resources, sexual harassment,
and misappropriation or theft of County property are strictly prohibited by this policy and other
related County policies.

18.  E-mail is a strategic business tool to facilitate communication between County
employees, other State and local municipal employees, County vendors, customers, business, and
members of the general public. Warren County’s e-mail systems are the exclusive property of the
County and are owned by the County or licensed from third-party vendors. E-mail systems and
the data created are the sole and exclusive property of the County. and are intended to be used for
official County business. All messages sent or received via e-mail are County property. It is against
County policy to use e-mail for any unlawful endeavor.

B) Technical

1. User ID’s and passwords help maintain individual accountability for Internet
resource usage. Any employee who obtains a password or ID for an Internet resource must keep
that password confidential. County policy prohibits the sharing of user ID’s or passwords obtained
for access to Internet sites.

2. Employees and agents should schedule communications-intensive operations such
as large file transfers, video downloads, and the like for off-peak times and only after approval
from Director of Information Technology.

3. Mass emailing (other than email groups created for business purposes) should not
be done from a county email address. If there is a business-related need for mass emails, the
Information Technology department should be consulted as to identify an appropriate third-party
service.

C) Security

1. The County has installed a variety of firewalls, proxies, Internet address screening
programs and other security systems to assure the safety and security of the County’s networks.
Any employee or agent who attempts to disable, defeat or circumvent any County security facility
(for example, by utilizing a personal VPN) will be subject to immediate disciplinary action.

2. No employee or agent shall transfer any sensitive computer network data outside
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the County’s computer network without Department Head approval, and only for official business
purposes within the scope of the employee’s duties and responsibilities. No elected officer,
appointed officer, or Department Head shall transfer any sensitive computer network data outside
the County’s computer network unless for official business purposes. All transfers of sensitive
County computer network data outside the County’s computer network shall be encrypted prior to
distribution, whether sent by way of the Internet or upon other physical storage devices. 3.
Computers that use their own modems to create independent data connections sidestep our
network security mechanisms. An individual computer’s private connection to any outside
computer can be used by an attacker to compromise any County network to which that computer
is attached. That is why any computer used for independent dial-up or leased-line connections to
any outside computer or network must be physically isolated from the County’s internal networks.

4. Only those Internet services and functions with documented business purposes for
this County will be enabled at the Internet firewall.
5. No employee is permitted to connect to the County’s computer network from an

outside source, such as Webpage or VPN, unless:

e The connection is authorized by the Department Head and the IT
Department; and

e The connection is established using the two-factor authentication (“2FA”)
required for the County’s computer network; and

e The connection using 2FA must be made using an approved County device
(no personally owned devices); and

e Any exceptions to these requirements may be made under exceptional
circumstances, and on a case-by-case basis with the pre-approval of the
Department Head and IT Department (i.e. County-wide emergency
requiring increased access through non-County approved devices.

III.  PASSWORD REQUIREMENTS

1. All passwords used by employees to accessing County network, data or information
systems must be kept secure. As such the following specific criteria must be met:
a. Passwords are not to be written down or stored in an unencrypted form,;
b. Temporary passwords must be changed upon first use;
C. Passwords must be a minimum of 8 characters in length; and
d. Passwords must also meet the following requirements;
1. They do not contain all or part of the user’s account name or
common word; and
1i. Passwords must contain characters from each of the following 3
categories:
1) English uppercase characters (A through Z2);
2) English lowercase characters (a through z); and
3) Base 10 digits (0 through 9).
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IV.  ACCESS TO COMPUTER NETWORK DATA

A) County employees may access data from the computer network which is necessary for the
employee to perform the official business of the County within their assigned duties and
responsibilities, as determined by the employee’s Department Head or County
Administrator. Accessing County data from the computer network for any non-official
business purpose or data outside an employee’s assigned duties and responsibilities is
strictly prohibited and may result in disciplinary action.

B) For official business purposes only, County Department Heads may access data from the
computer network for any employee under their Department’s supervision.

C) For official business purposes only, the County Administrator, Director of Human
Resources or County Attorney may direct the Director of Information Technology to
search, retrieve and provide data from the computer network based upon any County
employee’s name or other unique method of identification (i.e. email address, employee
identification number, etc.), except for County elected officers, upon providing, in writing,
the specific business purpose for which the data is required.

D) The County Administrator, Director of Human Resources, or County Attorney may access
data from the computer network for any elected County officer only by use of the following
procedure:

1. Provide a written request to the Director of Information Technology for computer
network data based upon the name or other unique method of identification for a
specific elected County officer stating the specific business purpose for which the
data is required (i.e. FOIL response, lawsuit discovery disclosures, etc.);

2. Contemporaneously provide a copy of the written request to the elected official;

3. Obtain the written consent of the County Administrator, Director of Human
Resources and/or County Attorney, prior to releasing the computer network data
requested.

4. This limitation on accessing computer network data for a specific County elected
official shall not apply to IT-assisted searches for data using keywords which are
not an elected official’s name or other individual method of identification (i.e. email
address, employee identification number, etc.).

E) For official business purposes only, the Chairperson of the Board of Supervisors may direct
the Director of Information Technology to access data from the computer network for the
County Administrator, Clerk of the Board of Supervisors, County Attorney, County
Auditor, County Public Defender, and County Purchasing Agent, or for any employee of
those Departments, only by use of the following procedure:

1. Provide a written request to the Director of Information Technology for computer
network data based upon the name or other unique method of identification for a
specified appointed County officer stating the specific business purpose for which
the data is required;

2. Obtain the written consent of the Chairperson of the Personnel Committee, County
Administrator, Director Human Resources, and County Attorney. No consent shall
be required from an appointed County officer if they are the employee whose data
is being requested.

3. If the computer network data of the County Attorney, District Attorney, Public
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Defender, or its employees is being requested by the Chairperson, then the Director
of Information Technologies shall release the data directly to the County’s outside
retained counsel for labor relations for a confidential review of the data to ensure
no release of attorney-client communications or other privileged work product and
confidential information is released to the Chairperson, and all attorney-client
communications or other privileged work product and confidential information
shall be removed or redacted, prior to release to the Chairperson for the Board of
Supervisors.
F) Unauthorized access to the County’s computer network and data by an employee or agent
is strictly prohibited and may result in disciplinary action.
G) Nothing in this policy restricts or limits access to the County’s computer network data and
obligation to comply with a lawfully issued Court-ordered search warrant or lawfully
issued and served subpoena duces tecum.

[REMAINDER OF PAGE INTENTIONALLY OMITTED]
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Please read and sign the following statement and return the original signature page
to IT.

“I have received and reviewed a complete written copy of Warren County’s
Computer Usage Policy, effective August, , 2022, per Board of Supervisors
Resolution  of 2022 (hereafter, “Computer Policy”). I fully understand and
acknowledge the terms of this Computer Policy and shall abide by each any every
requirement stated by the Computer Policy.

I acknowledge and accept that the County’s security software will record data |
create, modify, store and transmit on the County’s computer network, as well as the
Internet address/IP address of any Internet site that I visit and will keep a record of
all network activity in which I transmit or receive any kind of data.

I acknowledge and accept that any message or data I send or receive, to include but
not limited to emails and text messages on the County’s computer network, will be
recorded and stored in an archival system and may be access by authorized County
employee’s or agents for use by management.

I acknowledge and accept that violations of the Computer Policy may result in
disciplinary action or even criminal prosecution under State or Federal criminal
laws.

I acknowledge and agree that any use of County owned, leased or licensed computer
equipment and/or software for Internet access constitutes consent to the County’s
monitoring, recording and inspection of all data, to include but not limited to
downloaded files, e-mails, and text messages, as set forth in this policy.”

Signed Date

Print Name Department
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WARREN COUNTY COMPUTER USAGE POLICY

AllFhe computers, servers, cellular phones, storage devices, software, Internet connections, computer«
applications, voice mail systems, ard-e-mail systems, and any other device used to connect to the County’
computer network (collectively referred to as the “computer network”) which are supplied by Warren County fd
use by Warren-County efficials-and/or-employees_and agents and areis owned and/or licensed by the County d

Warren and made available to employees and agents at the sole and unilateral discretion and pleasure of th
County of Warren. The County of Warren provides the computer network and access to the computer networ]

for.use by employees and agents solely for conducting and engaging in official County business activities onlyfg
use-by-WarrenCounty. No County employee or agent possesses any current or future rights in any datd,

information, programs or files created, modified, and/or stored on the computer network and all such datg,
information, programs, and files are and remain the sole legal property of the County of Warren.

A W (= — (07

As established by Board of Supervisors Resolution 409 of 2014, the County’s computer network syster
and voice mail systems are intended for the business use of Warren County personnel and agents. Any use df
the computer network by any other persons, unless specifically and expressly permitted by Warren County is
unauthorized. All records (including email and voice mail and other messages) generated or stored on th
computer network are County-owned records. The County reserves the right to access and disclose, at any tim
and for any purpose, all records sent over or stored in its computer and/or systems. The use of the Count
computer network constitutes that person’s consent to the County’s right to access and disclose data from th
computer network.

=
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While our direct connection to the internet offers a cornucopia of potential benefits in performing our day-
to-day work activities, it ear-also opens the door to seme-significant risks to our data and systems if we do nqt
follow appropriate security measures and discipline_while interacting with our computer systems. As presente
in greater detail_below, security may require that computers that-may-mean-preventing-machines-with sensitiv
data or applications, shall not-frem connecting to the internet, have restricted access to the internet-entirely, or
may-mean-that certain officers and employeesusers must be prevented from using certain Internet features lik
file transfers. The overriding principle is that computer security is-te-be everyone’s first concern. An officer dr
employee maylnternet-usercan be held accountable for any breaches of the security measures set forth by thi
policy, or for violating confidentiality_requirements through the unauthorized release of County-owned computdr
information and data.

Certain terms in this policy should be understood expansively to include related concepts ;- |

e Document covers just about any kind of file that can be read on a computer screen as if it were a printed
page, including HTML files read on an Internet browser, any file meant to be accessed by a word
processing or desk-top publishing program or its viewer, or the files prepared for the Adobe Acrobat
reader and other electronic publishing tools.

o Graphics includes photographs, pictures, animations, movies, or drawings.

o Display includes monitors, flat-panel active or passive matrix displays, monochrome LCDs, projectors,
televisions and virtual-reality tools.

The County will provide Internet access to those employees who demonstrate a legitimate business need.

All-County employees and agents granted computer access, email access and/or Internet access as part of the]r
employment with-Geunty-facilities-wilshalll be provided with a copy of this policy_and shall acknowledge receigt
of this policy and the requirement to know the contents of the policy while employed by the County.—Al-

users-must-sign-the-statement-at-the-end-of-this-policy-
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A) Management and Administration

1. The County has software and systems in place that eas-monitor and record all Internet usage.
We want you to be aware that our security systems have the potential to record (for each and every user) each
World Wide Web site visit, eash-shat-rewsgreup-ersocial media usage. email messages, and each file transfer
into and out of our internal networks, _The County-and-we reserves the right to record all such activity which
occurs upon the County computer systems and the right to review such activity and data de-se at any time, as
provided for by this policy. No employee possesses, or should possesshave any expectation of privacy as to his
or her computer network activity and usage while using the County’s computer networkinternetusage. Periodic
review of tnternetcomputer network activity will analyze usage patterns by employees to assureensure that the
County computer networkinternet-reseurces-are-deveted is used by employees to maintaining the highest levels
of productivity, and security.

2. The CountyWe reserves the right to inspect any and all files downloaded from any source, to
include the Internet, which are-and stored on the County's computer networkin-private-areas-of-our-network in
order to assure compliance with this policy.

3 Since a wide variety of materials may be deemed offensive by co-workers, vendors, suppliers or
members of the general public, it is a violation of County policy to store, view, print or redistribute any document

or graphic file that is not directly related to the user's job or the County’s business activities

34.  The receipt, storage, or display of any visual depiction-kind-of fnudlgg1 sexuauy-exphemmage-er
doecurment on the any—County’s computer network—system is_strictly
harassmentprohibited, unless required for the performance of the employee’s official duty (i.e. Sheriff's Office).
In addition, no visual depiction of nudity, to include pornography or sexually explicit conductmaterial-may-net
shall be archived, stored, distributed, edited or recorded using-eu the County’s computer network-e—computing
reseurees, unless required for the performance of the employee’s official duty.

45, The County actively useshas-available-independently-supplied software to identify Internet sites
which host or maintain inappropriate and/or sexually explicit visual depictionsinternetsites. The County We-may
block access from within our computer networks to all such sites_identified by the County. The failure of the
County to identify and block access to an Internet site which contains inappropriate and/or sexually explicit
material does not permit or condone an employee from accessing such sites while using the County’s computer
network. _If an_employeeyeu—find—yourseli—connected accidentally_connects to a website that contains

naggrognate and/or sexually expllcn-er—eﬁenswe matenal you must dlsconnect mmedlately from that websnte

56. This County’s computer networ kinternetfacilities-and-computing-resources mustshall not be used
kaewingly-to violate the laws and regulations of the United States, or any other nation, or the laws and regulations
of any state, city, province or other local jurisdiction.-in-anry-materal-way- Use of any-the | County’s computer
network-reseurses for_any illegal activity is grounds for disciplinary action, to include possible termination. The
County shall-and-we—will cooperate with and comply with allanylegitimate reasonable requests from law
enforcement agencies relating to an investigation and/or lawfully-issued subpoenaactivity.

Emglgggg usi nq the County's computer network shall be aware of Iaws involving with-Internet
stand-the-copyright protections, trademarks, libel, standerand publi

the Internet iato the County’s computer network becomes the property of the County. Any such files or software
shallmay be used only in ways that are consistent with their licenses or copyrights, and for official County
business.

78. The County’s computer networkresours shalles—are—te be used for countv business only

! As the term is defined by Penal Law section 235.20(2) to mean the showing of the human male or female genitals, pubic area or
buttocks with less than a full opaque covering, or the showing of the female breast with less than a fully opaque covering of any
portion thereof below the top of the nipple, or the depiction of covered male genitals in a discernably turgid state.



Prohibited downloads and nefarious uses include but are not limited to:Ne-employes-may-use-County-facilitieh
knowingly ts-downloading or distributinge pirated software or data; deliberately propagating any virus. worn),
Trojan Horse. trap-door program code: crypto-mining; circumventing systems intended to protect the privacy dr
security of any computer network user: and using the County's computer networkinternet-facilities-knowingly th
disable or overload any computer system or network, to include the County’s.

9. No employee or agent shall use the County’s computer network to conduct any form of gambling.+---- { Formatted: Indent: First line: 0.5"

=

10. Employees and agents shall not use the County's computer network to download entertainment
oftware or games.
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40811. CountyEach employees and agents usmg—%he—&n%eme&—he%es—ef—%he—eeumy shall identif
themselveshimself-or-herself honestly, accurately and completely (including one’s County affiliation and functio
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whenre requested) when participating-in—chats—er-newsgroupsusing the County’s computer networklaterng
facilities-of the Geunty,

, to include, orwhen etting up accounts on outside computersystemsl [ .- [r ted [EL1]: What does that term mean?7??

41912 The County owns all data and material created and posted by a County employee an
agentretains-the-copyright-to-any-material- posted to any forum, newsgroupchatsocial media or World Wide We
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page-by-any-employee- in the course of their officialhis-er-her duties._ The County shall own and po E)
legal right to copyright, trademark, license and control the use and distribution of all such data and material.
13. Employees and agents shall not upload any software owned by the County or licensed to th
County, without the prior written approval of the employee’s Department Head, the written approval of th
Department Head responsible for such software, and the Director of Information Technology.
42104. Any on-line presence (i.e. social media page for business purposes) must first be a
the Department Head, Director of Information Technology, County Administrator and the Oversight Committe
for the employee’s department. Content posted shall require access and oversight by the Department Head an
the XXXXX.
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15. Employees and agents are reminded that shats—ard-newsgreups-aresocial media is a publig+--—- {Formaned; Indent: First line: 0.5

forums where it is inappropriate to reveal confidential County information. Employees and agents releasin
protected information via a-rewsgreup-erchatsocial media - whether or not the release was inadvertent - willma
be subject to disciplinary action, to include termination of employment, as statedeutlined-in_by-existing_ Count|
policies and procedures.

43146. Use of the County’s computer network-internet-aceess—facilities to violate County policies
commit criminal acts or non-criminal violations cemmit-infrastions such as misuse of County resources, sexugl
harassment, and misappropriation or theft of County propertyrelated-properties are strictlyalse prohibited b

general-this policy and other related County policiesy.
44127, E-mail is a strategic business tool to facilitate communication between County employees, other

State and local municipal employees, County vendors, customers, business, and members of the general publi
and-other-business-erganizations. Warren County's e-mail systems are the exclusive property of the County an
are owned by the County or licensed from third-party vendors. E-mail systems and the data created are the sol
and exclusive property of the County. and are intended to be used for official County business. All message

sent or received via e-mail are County property. It is against County policy to use e-mail for any unlawful
endeavor.

ted [EL2]: Stated above, so I deleted it
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1. User ID’s and passwords help maintain individual accountability for Internet resource usage. Any
employee who obtains a password or ID for an Internet resource must keep that password confidential. County
policy prohibits the sharing of user ID’s or passwords obtained for access to Internet sites.

2. Employees_and agents should schedule communications-intensive operations such as large file ) S G i
transfers, video downloads, mass-e-mailings-and the like for off-peak times and only after approval from Director
of Information Technology.

Bt iMass emailing (other than email aroups created for business purposes) should not be done from
a_county emait address. if there is a business-related need for mass emails. the Information Technology - e e e e e e rond
department should be consulted as to identify an appropriate third-party service.

——C) Security
1. The County has installed a variety of firewalls, proxies, Internet address screening programs and

other security systems to assure the safety and security of the County’s networks. Any employee who attempts
to disable, defeat or circumvent any County security facility (for example. by utilizing a personal VPN) will be
subject to immediate disciplinary action.

2. Files containing sensitive County data cannot be transferred without Department Head approval
and, if approved, information must be encrypted prior to distribution via the Internet.
3. Computers that use their own modems to create independent data connections sidestep our

network security mechanisms. An individual computer’s private connection to any outside computer can be used
by an attacker to compromise any County network to which that computer is attached. That is why any computer
used for independent dial-up or leased-line connectrons to any outS|de computer or network must be physrcally
isolated from the County’s mternal networks Sees -

4. Only those Internet services and functions with documented business purposes for this County
will be enabled at the Internet firewall.

1. Password Policy *»:.;;:--‘[ Formatted: Font: Arial, 11 pt, Bold

“{ Formatted: List Paragraph, Numbered + Level: 1 +
Numbering Style: |, II, Ill, ... + Start at: 1 + Alignment:

All passwords used by employees to accessrng County network data or |nformatron systems must mest-or
" TR Left + Aligned at: 0.25" + Indent at: 0.75"

';be kept secure.




As such the following specific criteria must be met:

1. Passwords are not to be written down or stored in an unencrypted form
2 Temporary passwords must be changed upon first use

3. Passwords must be a minimum of 8 characters in length
84, Passwords must also meet the following requirements

* They do not contain all or part of the user's account name or common word
» Passwords must contain characters from each of the following 3 categories:
oEnglish uppercase characters (A through Z)
o English lowercase characters (a through z)
o Base 10 digits (0 through 9)

V. ACCESS TO, COMPUTER NETWORK DATA

A)

County employees may access data from the computer network which is necessary for the employee t

B)
c

—

perform the official business of the County within their assigned duties and responsibilities, as determine

by the employee’s Department Head or County Administrator. Accessing County data from the compute
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network for any non-official business purpose or data outside an employee’s assigned duties an
responsibilities is strictly prohibited and may result in disciplinary action.

For official business purposes only, County Department Heads may access data from the computer
network for any employee under their Department’s supervision.

For official business purposes only, the County Administrator, Director of Human Resources or Count
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Attorney may direct the Director of Information Technology to search, retrieve and provide data from th
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computer network based upon any County employee’s name or other unique method of identification (i.g.
email address, employee identification number, etc.), except for County elected officers, upon providingd,
in writing, the specific business purpose for which the data is required.

The County Administrator, Director of Human Resources, or County Attorney may access data from th

E)

computer network for any elected County officer only by use of the following procedure:

1. Provide a written request to the Director of Information Technology for computer network data«
based upon the name or other unique method of identification for a specific elected County officer
stating the specific business purpose for which the data is required (i.e. FOIL response, lawsulit
discovery disclosures, etc.);

2. Contemporaneously provide a copy of the written request to the elected official;

3. Obtain the written consent of the County Administrator, Director of Human Resources and/d
County Attorney, prior to releasing the computer network data requested.

4. This limitation on accessing computer network data for a specific County elected official shall nd
apply to |T-assisted searches for data using keywords which are not an elected official's name d
other individual method of identification (i.e. email address, employee identification number, etc.].

For official business purposes only, the Chairperson of the Board of Supervisors may direct the Directd
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of Information Technology to access data from the computer network for the County Administrator, Clerk
of the Board of Supervisors, County Attorney, County Auditor, County Public Defender, and Countly
Purchasing Agent, or for any employee of those Departments, only by use of the following procedure:
1. Provide a written request to the Director of Information Technology for computer network dath
based upon the name or other uniqgue method of identification for a specified appointed County
officer stating the specific business purpose for which the data is required;
Obtain the written consent of the Chairperson of the Personnel Committee, County Administratol
Director Human Resources, and County Attorney. No consent shall be required from a
appointed County officer if they are the employee whose data is being requested. Jli
If the computer network data of the County Attorney, or it's employees is being requested, thep+
the Director of Information Technologies shall release the data to the County’s outside retaine
counsel for labor relations for a confidential review of the data for privileged and confidential

Ly

information which shall be removed or redacted prior to release to the Chairperson for the Boar
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of Supervisors to ensure no release of attorney-client communications or other privileged work

product
F) Unauthorized access-tothe County's computer network and data by-an employee-or-agent-is strictly+ - Formatted: Numbered + Level: 1 + Numbering Style:
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Please read and sign the following statement and return to IT.

“I have received a written copy of Warren County’s Computer Usage Policy, effective . 52022, | fully
understand the terms of this policy and agree to abide by them. | realize that the County’s security software may
record for management use the Internet address of any site that | visit and keep a record of any network activity
in which I transmit or receive any kind of file. | acknowledge that any message | send or receive has the potential
to be recorded and stored in an archive file for management use. | know that any violation of this policy could
lead to disciplinary action or even criminal prosecution_under State or Federal criminal law. | understand that any
use of County owned, leased or licensed computer equipment and/or software for Internet access constitutes
consent to monitoring, recording and inspection of downloaded files and e-mail, as set forth in this policy.”

Signed
Date

Print Name
Department



ADIRONDACK PARK LOCAL GOVERNMENT REVIEW BOARD
Resolution No. 2 of 2022

Resolution against passage of Conservation Subdivision Design Bill
S1145/A4074

WHEREAS, The Adirondack Park Agency Adopted a Large Subdivision Permit
application that incorporated many of the action items in the Conservation Subdivision
Design Bill, and

WHEREAS, implementation of the Adirondack Park Agency Large Subdivision Permit,
is possibly more protective of the Environment than the Conservation Subdivision Design
allows for, and

WHEREAS, Conservation Design laws are seldom mandatory, and are a tool to keep
open space in urban areas, and

WHEREAS, the State of New York as of March 20, 2018 owned 2,505,802 or 44.6
percent of the Adirondack Park in fee, the State as of November 12 2018 also owns
785,434 acres of Conservation Easements, where development and subdivision rights have
been extinguished, and

WHEREAS, this means there are more than 3.3 million acres of a 5.9-million-acre
Adirondack Park that will never be developed or subdivided, and

WHEREAS, of the remaining 2.6 million acres of private land, existing development,
roads, lakes, rivers, streams, steep slopes, wetlands and high elevations are not suitable for
development, and

WHEREAS, the proposed legislation would amend the existing Adirondack Park
Agency Act which has been in effect for 50 years, and

WHEREAS, before major Adirondack Park Agency permit application processes are
changed, a public hearing process needs to be implemented so that property owners have
an opportunity to understand and comment on how this proposed law will affect their
property values, and

WHEREAS, this change would require private property owners to incur undue burden
to hire external consultants to complete additional ecological assessments that will add
significant time to proceed with proposed developments, and

WHEREAS, this proposed law could eliminate the potential for development on
certain lands, which could be a “taking” without compensation, current law already protects
and regulates these lands by the Adirondack Park Agency, and

WHEREAS, the proposed bill places additional burden on property owners that is not
necessary to protect environmental and ecological systems and is not beneficial to the well-
being of the Adirondack Park and its residents.



NOW THEREFORE BE IT RESOLVED, that the Adirondack Park Local Government
Review Board does not approve of the proposed Bill, and

BE IT FURTHER RESOLVED, that the Adirondack Park Local Government Review
Board does hereby call upon the local governments to stand together, individually and
through our associations to insist that the Conservation Subdivision Design Bill
(51145/A4074) be withdrawn, and

BE IT FURTHER RESOLVED, that copies of this Resolution be forwarded to Governor
Kathy Hochul, Senate Majority Stewart-Cousins, Assembly Speaker Heastie, All the
Adirondack Legislators, Adirondack Intercounty, the Association of Adirondack Towns &
Villages.



WARREN COUNTY BOARD OF SUPERVISORS

COMMITTEE: LEGISLATIVE, RULES & GOVERNMENTAL OPERATIONS

DATE: NOVEMBER 22,2022
COMMITTEE MEMBERS PRESENT: OTHERS PRESENT:
SUPERVISORS STROUGH MICHAEL COLVIN, DIRECTOR, INFORMATION TECHNOLOGY
DRISCOLL KEVIN B. GERAGHTY, CHAIRMAN OF THE BOARD
THOMAS SUPERVISOR CRAIG LEGGETT, ACTING COUNTY ADMINISTRATOR
MCDEVITT LARRY ELMEN, COUNTY ATTORNEY
SEEBER AMANDA ALLEN, CLERK OF THE BOARD
SUPERVISORS BRAYMER
COMMITTEE MEMBERS ABSENT: GERACI
SUPERVISORS CONOVER MAGOWAN
FRASIER WILD

TAMMIE DELORENZO, ASSISTANT TO THE COUNTY ADMINISTRATOR
LEXIE DELUREY, DIRECTORY, REAL PROPERTY TAX SERVICES

DON LEHMAN, DIRECTOR OF PUBLIC AFFAIRS

MOLLY GANOTES-GLEASON, LEGISLATIVE OFFICE SPECIALIST
LESLIE LOVELACE, SECRETARY TO THE CLERK OF THE BOARD

Please note, the following contains a summarization of the November 22, 2022 meeting of the Legislative, Rules
& Governmental Operations Committee, the meeting in its entirety can be viewed on the Warren County website
using the following link: https.//warrencountyny.gov/mma

Mr. Strough called the meeting of the Legislative, Rules & Governmental Operations Committee to order at 1:32
p.m.

Motion was made by Mr. Thomas, seconded by Mr. McDevitt and carried by a unanimous vote of those present (Mr.
Conover and Mrs. Frasier absent) to approve the minutes of the previous Committee meeting, subject to correction
by the Clerk of the Board.

Copies of the Information Technology and Legislative agendas were distributed to those in attendance; copies of
the agendas are on file with the meeting minutes.

The Committee began with a review of the Action Agenda Items portion of the Information Technology agenda
which included the following requests:
1. To authorize a transfer of funds in the amount of $1,000 from Budget Code A.1681 423, Telephone, to
Budget Code A.1681 120, Salaries - Overtime, to cover a budget shortfall.

Motion was made by Mr. Driscoll, seconded by Mr. Thomas and carried by a unanimous vote of those present (Mr.
Conover and Mrs. Frasier absent) to approve the request as outlined above and the refer same to the Finance
Committee. A copy of the resolution request form is on file with the minutes.

2. To authorize a new contract with Vinyl for programming tool support for a term commencing November
1, 2022 and terminating December 31, 2022.

Motion was made by Mr. Thomas, seconded by Mr. McDevitt and carried by a unanimous vote of those present (Mr.
Conover and Mrs. Frasier absent) to approve the request as outlined above and the necessary resolution was

authorized for the December 16™ Board meeting. A copy of the resolution request form is on file with the minutes.

3. To authorize a new contract with Vinyl for programming tool support in an amount not to exceed $5,000
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for a term commencing January 1, 2023 and terminating December 31, 2023.

Motion was made by Mr. McDevitt, seconded by Mr. Thomas and carried by a unanimous vote of those present (Mr.
Conover and Mrs. Frasier absent) to approve the request as outlined above and the necessary resolution was
authorized for the December 16™ Board meeting. A copy of the Notice of Intent to Fill Vacant Position form is on
file with the minutes.

Mr. Strough informed there was an item not included on the agenda and requested Michael Colvin, Director,
Information Technology, present the request.

Mr. Colvin requested to fill the following positions created in the 2023 Budget:
- Computer Help Desk Tech II, #3, due to creation.
- Computer Help Desk Tech II, #4, due to creation.

Motion was made by Mr. Thomas and seconded by Mr. Driscoll to approve the requests as presented; following
discussion, Mr. Strough called the question and the motion carried by a unanimous vote of those present (Mr.
Conover and Mrs. Frasier absent) to approve the request as outlined above and refer same to the Personnel,
Administration & Higher Education Committee for reporting purposes. Copies of the Notice of Intent to Fill Vacant
Position forms are on file with the minutes.

There being no further Information Technology business to discuss, the Committee commenced with a review of
the Legislative Action Agenda/New Business Items, as follows:
3) Computer Use Policy: Review and approval of draft revised Computer Use Policy.

Mr. Driscoll exited the meeting at 2:48 p.m.

Following a lengthy discussion, during which certain revisions to the policy were suggested, a motion was made
by Mr. McDevitt and seconded by Mr. Thomas to approve the policy as presented. Upon further discussion, Messrs.
McDevitt and Thomas withdrew their motions.

Discussion continued, during which additional changes to the proposed Computer Use Policy were suggested. A
motion was made by Ms. Seeber to approve the Computer Use Policy to include revisions suggested during
discussion; there was no second to the motion. Mr. Strough called the question and the motion failed with Messrs.
Thomas, McDevitt and Strough voting in opposition (Messrs. Driscoll, Conover and Mrs. Frasier absent).
Following further discussion, Mr. Strough suggested this item be brought back to continue deliberations at the next
meeting and it was the consensus of the Committee to do so. County Attorney apprised he would update the
proposed Policy to include the changes suggested and provide same for review at the next Committee meeting.

Mr. Strough advised the remaining Action Agenda/New Business Items, as well as the Referral/Pending Items
would be held over for discussion at the next Committee meeting as the meeting was running long.

Privilege of the floor and public comment was called for:
Mr. Wild recommended a modification to the Rules of the Board should Committee meetings exceed the
time allotted they adjourn immediately and would be the discretion of the Chair of the Committee to
continue the meeting at a later date or postpone the meeting to the next month.

Ms. Braymer requested the Committee consider Warren County adopting a remote meeting policy similar
to the policy that Washington County recently adopted. Motion was made by Ms. Seeber to adopt the policy
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contingent upon Amanda Allen, Clerk of the Board, providing a copy to the full Board of Supervisors.

Mr. Geraci expressed his support for consideration of Mr. Wild’s request to modify the Rules of the Board
for Committee meetings exceeding their allotted time.

Mr. Strough called the question for the motion on the floor to adopt a remote meeting policy; the motion failed due
to a lack of a majority vote with Messrs. McDevitt, Thomas and Strough voting in opposition (Messrs. Driscoll,
Conover and Mrs. Frasier absent).

Mr. McDevitt proposed the adoption of a local law “Defining and Declaring Vacancy Upon the Findings
of Not Meeting Residency Requirements”, which he distributed to the Committee members; a copy of Mr.
McDevitt’s proposed local law is on file with the minutes. Mr. Strough requested a copy be sent to the
Committee members and Mr. Elmen to review for discussion at a later meeting.

Ms. Seeber requested a proposal in support of the removal of Committee meetings, with the exclusion of
Personnel, Administration & Higher Education and Finance be reviewed, by Mr. Elmen and discussion at
a future meeting.

Mr. Thomas apprised NOFA (Northeast Organic Farm Association) and the New York State Watershed
Health Coalition made suggestions with regard to proposed changes to the Soil and Water Conservation
Districts law and he indicated he would like to share information with the Committee in the future when
he had more information.

There being no further business to come before the Legislative, Rules & Governmental Operations Committee, on
motion made by Mr. McDevitt, seconded by Ms. Seeber and carried by a unanimous vote of those present (Messrs.
Driscoll, Conover and Mrs. Frasier absent), Mr. Strough adjourned the meeting at 3:37 p.m.

Respectfully submitted,
Leslie Lovelace, Secretary to the Clerk of the Board



WARREN COUNTY ADOPTION OF LOCAL LAW DEFINING AND DECLARING
VACANCY UPON THE FINDINGS OF NOT MEETING RESIDENCY REQUIREMENTS

WHEREAS, the Consolidated Laws of New York, Chapter 47 Public Officers, Article 3 Creation
and Filling of Vacancies, Section 30 Creation of Vacancies says every office shall be vacant upon
the happening of one of the following events before the expiration of the term thereof: d. His
ceasing to be an inhabitant of the state, of if he be a local officer, of the political subdivision, or
municipal corporation of which he is required to be a resident when chosen, and

WHEREAS, the Laws of New York defines a local officer is a person who satisfies one or more of
the following general characteristics: The person is limited in the execution of his or her official
functions to only a portion of the state; The person is elected by the voters of only a portion of
the state or is appointed; the person serves a political subdivision or municipal corporation, and

WHEREAS, Public officers who work for local governments are important members of our
communities. They are your neighbors, friends or even members of your family. They make
decisions that affect people’s lives, and citizens’ rights in your community. They are elected or
appointed to public office and exercise governmental functions. Some public officers exercise
some degree of discretionary authority associated with the office in which they serve, and

WHEREAS, Public officers must meet several basic, minimum requirements as stated in New
York State Public Officers Law §3 declares Residency as you must be a resident of the
municipality in which you serve as a public officer, and

WHEREAS, to hold public office, there is a local residency requirement. The meaning of the
term residency is derived from traditional notions of domicile, meaning “where you live,” and

WHEREAS, exemptions to the Residency Requirement include military service, legislative
exemptions, and other extenuating circumstances, the exemptions do not include the Public
Officer/Elected Representative’s discretionary decision to change residency out of the political
subdivision of which they were elected to represent, and

WHEREAS, indicators of residency could include: Where the Public Officer/Elected
Representative resides most of the time, where the Public officer/Elected official’s spouse
resides, where the Public Officer/Elected Representative’s pets reside, where the Public
Officer/Elected Representative conducts most of their domestic business, where the Public
Officer/Elected Representative sleeps most of the time, where the Public Officer/Elected
Representative or spouse bought their new residence, or where the Public Officer/Elected
Representative decided to rent, and other indicators that make clear the Public Officer/Elected
Representative’s primary residence is other than within the political subdivision of which was
required when elected to office, and



THEREFORE, be it resolved that all Public Ofﬁcers who are members of the Warren County
Board of Supervisors be in full accord of all New York State Laws and the above regarding
Residency and residing in the municipality in which they represent, and

THEREFORE, be it resolved that all Public Officers who are members of the Warren County
Board of Supervisors and not in full accord of all New York State Laws regarding Residency are
in offices hereby declared vacant, and

THEREFORE, in accord with New York State Law, the resulting vacancies will be filled as soon as
possible by the corresponding governing Board or Council of the respective municipality.



